
P i c a s s o N e t w o r k

S e c u r i t y A s s e s s m e n t

A p r i l 2 3 r d , 2 0 2 4 — P r e p a r e d b y O t t e r S e c

A k a s h G u r u g u n t i s u d 0 u 5 3 r . a k @ o s e c . i o

A j a y S h a n k a r K u n a p a r e d d y d 1 r 3 w o l f @ o s e c . i o

mailto:sud0u53r.ak@osec.io
mailto:d1r3wolf@osec.io


T a b l e o f C o n t e n t s

E x e c u t i v e S u m m a r y 2

O v e r v i e w 2

K e y F i n d i n g s 2

S c o p e 3

F i n d i n g s 4

V u l n e r a b i l i t i e s 5

O S - C F I - A D V - 0 0 | A b i l i t y T o I n i t i a l i z e M u l t i p l e T i m e s 6

O S - C F I - A D V - 0 1 | D i s c r e p a n c i e s I n D e p o s i t F u n c t i o n a l i t y 7

O S - C F I - A D V - 0 2 | M i s s i n g R e c e i p t T o k e n B a l a n c e C h e c k 8

O S - C F I - A D V - 0 3 | L a c k O f I n s t r u c t i o n S y s v a r V a l i d a t i o n 9

O S - C F I - A D V - 0 4 | I n a c c u r a t e R e w a r d C a l c u l a t i o n 1 0

O S - C F I - A D V - 0 5 | P o t e n t i a l F u n d L o c k u p 1 1

G e n e r a l F i n d i n g s 1 2

O S - C F I - S U G - 0 0 | C o n t e x t S i g n e r C o r r e c t i o n 1 3

O S - C F I - S U G - 0 1 | E n f o r c e M a n d a t o r y S e r v i c e A s s i g n m e n t 1 4

O S - C F I - S U G - 0 2 | C o d e R e d u n d a n c y 1 5

O S - C F I - S U G - 0 3 | C o d e O p t i m i s a t i o n 1 6

O S - C F I - S U G - 0 4 | C o d e M a t u r i t y 1 7

A p p e n d i c e s

V u l n e r a b i l i t y R a t i n g S c a l e 1 9

P r o c e d u r e 2 0

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 1 / 2 0



0 1 — E x e c u t i v e S u m m a r y

Overview

P i c a s s o N e t w o r k e n g a g e d O t t e r S e c t o a s s e s s t h e emulated-light-clientemulated-light-client p r o g r a m . T h i s a s s e s s -
m e n t w a s c o n d u c t e d b e t w e e n F e b r u a r y 6 t h a n d A p r i l 1 9 t h , 2 0 2 4 . F o r m o r e i n f o r m a t i o n o n o u r a u d i t i n g

m e t h o d o l o g y , r e f e r t o A p p e n d i x B .

Key Findings

W e p r o d u c e d 1 1 f i n d i n g s t h r o u g h o u t t h i s a u d i t e n g a g e m e n t .

I n p a r t i c u l a r , w e i d e n t i f i e d a c r i t i c a l v u l n e r a b i l i t y , c o n c e r n i n g t h e p o t e n t i a l l o c k u p o f f u n d s d u r i n g w i t h d r a w a l

d u e t o a l a c k o f c o m p a t i b i l i t y f o r h a n d l i n g c a s e s w h e r e n o v a l u e i s p a s s e d t o t h e o p t i o n a l s e r v i c e p a r a m e t e r

( O S - C F I - A D V - 0 5 ) a n d a h i g h - r i s k i s s u e e n a b l i n g u n a u t h o r i z e d a l t e r a t i o n s t o s t a k i n g p a r a m e t e r s ( O S -

C F I - A D V - 0 0 ) . F u r t h e r m o r e , w e h i g h l i g h t e d t h e l a c k o f a c c o u n t v a l i d a t i o n i n t h e d e p o s i t a n d s t a k i n g

f u n c t i o n a l i t i e s ( O S - C F I - A D V - 0 1 ) .

W e a l s o m a d e s u g g e s t i o n s r e g a r d i n g c o n s i s t e n c y i n c o d e d o c u m e n t a t i o n a n d c o m m e n t s d e s c r i b i n g

t h e a c t u a l f u n c t i o n a l i t i e s a n d t h e u s a g e o f p r o p e r e r r o r m e s s a g e s ( O S - C F I - S U G - 0 4 ) . A d d i t i o n a l l y , w e

r e c o m m e n d e d t h e r e m o v a l o f r e d u n d a n t c o d e ( O S - C F I - S U G - 0 2 ) a n d a d v i s e d c e r t a i n o p t i m i z a t i o n s t o

i m p r o v e t h e o v e r a l l e f f i c i e n c y o f t h e s y s t e m ( O S - C F I - S U G - 0 3 ) .

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 2 / 2 0



0 2 — S c o p e

T h e s o u r c e c o d e w a s d e l i v e r e d t o u s i n a G i t r e p o s i t o r y a t

h t t p s : / / g i t h u b . c o m / C o m p o s a b l e F i / e m u l a t e d - l i g h t - c l i e n t . T h i s a u d i t w a s p e r f o r m e d a g a i n s t c o m m i t a e 5 5 a 3 0 .

W e c o n d u c t e d a f o l l o w - u p r e v i e w o n t h e c o m m i t 5 d 4 7 9 f 1 .

A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :

N a m eN a m e D e s c r i p t i o nD e s c r i p t i o n

e m u l a t e d - l i g h t - c l i e n t
T h e m o d u l e d e s c r i b e s a b r i d g e b e t w e e n S o l a n a a n d C o s m o s u s i n g

I n t e r - B l o c k c h a i n C o m m u n i c a t i o n ( I B C ) .
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0 3 — F i n d i n g s

O v e r a l l , w e r e p o r t e d 1 1 f i n d i n g s .

W e s p l i t t h e f i n d i n g s i n t o v u l n e r a b i l i t i e s a n d g e n e r a l f i n d i n g s . V u l n e r a b i l i t i e s h a v e a n i m m e d i a t e i m p a c t

a n d s h o u l d b e r e m e d i a t e d a s s o o n a s p o s s i b l e . G e n e r a l f i n d i n g s d o n o t h a v e a n i m m e d i a t e i m p a c t b u t w i l l

a i d i n m i t i g a t i n g f u t u r e v u l n e r a b i l i t i e s .

S e v e r i t y C o u n t

C R I T I C A LC R I T I C A L 3

H I G HH I G H 2

M E D I U MM E D I U M 0

L O WL O W 1

I N F OI N F O 5
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0 4 — V u l n e r a b i l i t i e s

H e r e , w e p r e s e n t a t e c h n i c a l a n a l y s i s o f t h e v u l n e r a b i l i t i e s w e i d e n t i f i e d d u r i n g o u r a u d i t . T h e s e v u l n e r a -

b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s , a n d w e r e c o m m e n d r e m e d i a t i o n a s s o o n a s p o s s i b l e .

R a t i n g c r i t e r i a c a n b e f o u n d i n A p p e n d i x A .

I DI D S e v e r i t yS e v e r i t y S t a t u sS t a t u s D e s c r i p t i o nD e s c r i p t i o n

O S - C F I - A D V - 0 0 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

initializeinitialize u s e s init_if_neededinit_if_needed , a l l o w i n g
u n a u t h o r i z e d a l t e r a t i o n s t o s t a k i n g p a r a m e t e r s .

O S - C F I - A D V - 0 1 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

L a c k o f a c c o u n t v a l i d a t i o n f o r

remaining_accountsremaining_accounts a n d m i s s i n g p a r a m e -

t e r s f o r i d e n t i f y i n g t h e s p e c i f i c m i n t o f t h e s t a k e d

a m o u n t .

O S - C F I - A D V - 0 2 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

A b s e n c e o f a c h e c k f o r a n o n - z e r o b a l a n c e i n

t h e d e p o s i t o r ’s receipt_token_accountreceipt_token_account w i t h i n

set_serviceset_service i n s t r u c t i o n .

O S - C F I - A D V - 0 3 H I G HH I G H R E S O L V E DR E S O L V E D

T h e l a c k o f v a l i d a t i o n f o r t h e instructioninstruction s y s -

v a r a c c o u n t i n validate_remaining_accountsvalidate_remaining_accounts
a n d set_stakeset_stake m a y l e a d t o u n i n t e n d e d o r i n s e c u r e
u s a g e .

O S - C F I - A D V - 0 4 H I G HH I G H R E S O L V E DR E S O L V E D

withdrawal_requestwithdrawal_request f a i l s t o u p d a t e t h e

last_received_rewards_heightlast_received_rewards_height p a r a m e t e r ,

w h i c h m a y r e s u l t i n i n a c c u r a t e r e w a r d c a l c u l a t i o n s i f

a w i t h d r a w a l r e q u e s t i s c a n c e l e d a n d r a i s e d a g a i n .

O S - C F I - A D V - 0 5 L O WL O W R E S O L V E DR E S O L V E D

T h e r e i s a p o s s i b i l i t y o f l o c k i n g f u n d s d u r i n g w i t h -

d r a w a l d u e t o a l a c k o f c o m p a t i b i l i t y w i t h NoneNone
v a l u e s f o r t h e o p t i o n a l serviceservice p a r a m e t e r .
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P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

A b i l i t y T o I n i t i a l i z e M u l t i p l e T i m e s CRITICALCRITICAL O S - C F I - A D V - 0 0

D e s c r i p t i o n

I n t h e InitializeInitialize i n s t r u c t i o n , w h i l e i n i t i a l i z i n g t h e s t a k i n g p a r a m e t e r s , d u e t o t h e u s e o f
init_if_neededinit_if_needed , t h e s t a k i n g p a r a m e t e r s m a y b e a l t e r e d w i t h n e w v a l u e s m u l t i p l e t i m e s b y a n y o n e .
T h e a b i l i t y t o i n i t i a l i z e t h e s t a k i n g p a r a m e t e r s m u l t i p l e t i m e s m a y r e s u l t i n s e c u r i t y v u l n e r a b i l i t i e s . F o r

e x a m p l e , a n a t t a c k e r m a y r e p e a t e d l y c a l l t h e InitializeInitialize i n s t r u c t i o n w i t h d i f f e r e n t p a r a m e t e r s , a l t e r i n g
t h e s t a k i n g c o n f i g u r a t i o n a n d a f f e c t i n g t h e e n t i r e p r o t o c o l .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

#[derive(Accounts)]
pub struct Initialize<'info> {

#[account(mut)]
pub admin: Signer<'info>,

#[account(init_if_needed, payer = admin, seeds = [STAKING_PARAMS_SEED, TEST_SEED], bump,
space = 1024)]↪→

pub staking_params: Account<'info, StakingParams>,

pub rewards_token_mint: Account<'info, Mint>,
#[account(init_if_needed, payer = admin, seeds = [REWARDS_SEED, TEST_SEED], bump,

token::mint = rewards_token_mint, token::authority = staking_params)]↪→

pub rewards_token_account: Account<'info, TokenAccount>,
[...]

}

R e m e d i a t i o n

U s e initinit i n s t e a d o f init_if_neededinit_if_needed f o r t h e InitializeInitialize i n s t r u c t i o n . T h i s e n s u r e s t h a t t h e

i n i t i a l i z a t i o n c a n o n l y h a p p e n o n c e .

P a t c h

F i x e d b y u s i n g initinit i n s t e a d o f init_if_neededinit_if_needed f o r InitializeInitialize i n e 5 6 5 0 0 6 .
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P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

D i s c r e p a n c i e s I n D e p o s i t F u n c t i o n a l i t y CRITICALCRITICAL O S - C F I - A D V - 0 1

D e s c r i p t i o n

depositdeposit u s e s remaining_accountsremaining_accounts f o r t h e CPICPI c a l l t o t h e g u e s t c h a i n p r o g r a m

( solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake ) . H o w e v e r , t h e f u n c t i o n l a c k s e x p l i c i t v a l i d a t i o n c h e c k s o n t h e
remaining_accountsremaining_accounts i n depositdeposit i n s t r u c t i o n . S i m i l a r l y , t h e solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake

f u n c t i o n a l s o l a c k s e x p l i c i t v a l i d a t i o n c h e c k s f o r t h e a c c o u n t s p a s s e d i n t h e CpiContextCpiContext .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]
// Call Guest chain program to update the stake if the chain is initialized
if guest_chain_program_id.is_some() {

[...]
let cpi_program = ctx.remaining_accounts[3].clone();
let cpi_ctx =

CpiContext::new_with_signer(cpi_program, cpi_accounts, seeds);
solana_ibc::cpi::set_stake(cpi_ctx, amount as u128)?;

}
Ok(())

}

A d d i t i o n a l l y , o n i n v o k i n g solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake , i t i s c r u c i a l t o i n c l u d e p a r a m e t e r s t h a t i d e n t i f y
t h e s p e c i f i c m i n t o f t h e s t a k e d a m o u n t . T o k e n s o n S o l a n a m a y h a v e d i f f e r e n t d e c i m a l p l a c e s , a n d e a c h

m i n t m a y h a v e a d i f f e r e n t s c a l e . W i t h o u t p a s s i n g i n f o r m a t i o n a b o u t t h e m i n t o f t h e s t a k e d a m o u n t , t h e r e

i s a r i s k o f u p d a t i n g t h e s t a k e v a l u e w i t h a n i n c o r r e c t s c a l e .

R e m e d i a t i o n

A d d v a l i d a t i o n c h e c k s i n b o t h depositdeposit a n d solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake t o e n s u r e t h a t t h e r e q u i r e d
a c c o u n t s a r e p r e s e n t a n d h a v e t h e c o r r e c t o w n e r s h i p a n d i n c l u d e t h e m i n t i n f o r m a t i o n a s a p a r a m e t e r

w h e n c a l l i n g set_stakeset_stake .

P a t c h

F i x e d b y a d d i n g v a l i d a t i o n c h e c k s t o t h e remaining_accountsremaining_accounts i n b 7 8 4 7 d 9 a n d b y a s s e r t i n g d e c i m a l s
o f t h e token_minttoken_mint t o b e 9 i n 8 b 2 4 f 2 8 .
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P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

M i s s i n g R e c e i p t T o k e n B a l a n c e C h e c k CRITICALCRITICAL O S - C F I - A D V - 0 2

D e s c r i p t i o n

I n t h e i m p l e m e n t a t i o n o f set_serviceset_service i n s t r u c t i o n , t h e r e i s a s e c t i o n o f c o d e t h a t s e t s t h e s e r v i c e f o r t h e
s t a k e w h i c h w a s d e p o s i t e d b e f o r e g u e s t c h a i n i n i t i a l i z a t i o n w i t h o u t e x p l i c i t l y c h e c k i n g i f t h e d e p o s i t o r ’s

receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e . T h e c o d e a s s u m e s t h a t t h e d e p o s i t o r h a s a s u f f i c i e n t
b a l a n c e i n t h e i r receipt_token_accountreceipt_token_account t o c o v e r t h e s t a k e , b u t i t f a i l s t o c h e c k f o r i t e x p l i c i t l y .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn set_service<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, SetService<'info>>,
service: Service,

) -> Result<()> {
[...]
vault_params.service = Some(service);
let guest_chain_program_id =

staking_params.guest_chain_program_id.unwrap(); // Infallible
let amount = vault_params.stake_amount;
[...]

}

P r o o f o f C o n c e p t

• A m a l i c i o u s u s e r s e t s a n a r b i t r a r y s e r v i c e f o r a g e n u i n e u s e r ’s vault_paramsvault_params b y c a l l i n g t h e
set_serviceset_service i n s t r u c t i o n u s i n g t h e g e n u i n e u s e r ’s vault_paramsvault_params a n d a n a r b i t r a r y ServiceService .

• S i n c e t h e c o d e d o e s n o t c h e c k f o r a n o n - z e r o b a l a n c e i n t h e receipt_token_accountreceipt_token_account , t h e
m a l i c i o u s u s e r m a y a b u s e t h e s y s t e m b y s e t t i n g a n u n a u t h o r i z e d s t a k e f o r t h e m s e l v e s u s i n g t h e

o r i g i n a l d e p o s i t o r ’s vault_paramsvault_params .

R e m e d i a t i o n

E x p l i c i t l y c h e c k i f t h e d e p o s i t o r ’s receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e b e f o r e p r o c e e d i n g
w i t h t h e s t a k e s e t t i n g . T h i s c h e c k e n s u r e s t h e d e p o s i t o r h a s a c c e s s t o t h e i r r e s p e c t i v e vault_paramsvault_params .

P a t c h

F i x e d b y c h e c k i n g i f t h e d e p o s i t o r ’s receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e i n e 1 0 2 2 2 d .

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 8 / 2 0

https://github.com/ComposableFi/emulated-light-client/commit/e10222d8a13d420615c0e46b4ce5a66b7556f684


P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

L a c k O f I n s t r u c t i o n S y s v a r V a l i d a t i o n HIGHHIGH O S - C F I - A D V - 0 3

D e s c r i p t i o n

T h e instructioninstruction s y s v a r a c c o u n t i s p a s s e d t o b o t h depositdeposit a n d set_serviceset_service i n s t r u c t i o n s , b u t

i t s v a l i d a t i o n i s n o t p e r f o r m e d i n validate_remaining_accountsvalidate_remaining_accounts a n d set_stakeset_stake . T h u s , i t m a y

b e p o s s i b l e t o r e p l a c e o r m a n i p u l a t e t h e ihstructionihstruction s y s v a r a c c o u n t , t h e y m i g h t b e a b l e t o i n j e c t
u n a u t h o r i z e d i n s t r u c t i o n s i n t o t h e C P I c a l l s .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

#[derive(Accounts)]
pub struct Deposit<'info> {

#[account(mut)]
pub depositor: Signer<'info>,
[...]
///CHECK:
pub instruction: AccountInfo<'info>,
[...]

}

#[derive(Accounts)]
pub struct SetService<'info> {

#[account(mut)]
depositor: Signer<'info>,
[...]
///CHECK:
pub instruction: AccountInfo<'info>,
[...]

}

R e m e d i a t i o n

B o t h t h e validation::validate_remaining_accountsvalidation::validate_remaining_accounts a n d set_stakeset_stake s h o u l d i n c l u d e e x p l i c i t

v a l i d a t i o n f o r t h e instructioninstruction s y s v a r a c c o u n t . T h e v a l i d a t i o n s h o u l d e n s u r e t h a t t h e a c c o u n t ’s a d d r e s s
s h o u l d m a t c h t h e e x p e c t e d v a l u e .

P a t c h

F i x e d b y c h e c k i n g t h e i n s t r u c t i o n sysvarsysvar a c c o u n t i n b 2 2 1 4 4 8 .
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P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

I n a c c u r a t e R e w a r d C a l c u l a t i o n HIGHHIGH O S - C F I - A D V - 0 4

D e s c r i p t i o n

I n withdrawal_requestwithdrawal_request , t h e last_received_rewards_heightlast_received_rewards_height p a r a m e t e r o f vault_paramsvault_params i s

n o t u p d a t e d t o t h e current_heightcurrent_height a f t e r r e w a r d s a r e c a l c u l a t e d a n d t r a n s f e r r e d .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s s o l i d i t y

pub fn withdrawal_request(ctx: Context<WithdrawalRequest>) -> Result<()> {
let vault_params = &mut ctx.accounts.vault_params;
let staking_params = &mut ctx.accounts.staking_params;
let stake_token_mint = ctx.accounts.token_mint.key();
[...]
vault_params.withdrawal_request = Some(withdrawal_request_params);
[...]

}

I f a u s e r c a n c e l s a w i t h d r a w a l r e q u e s t a n d l a t e r r e q u e s t s w i t h d r a w a l a g a i n , t h e f u n c t i o n e r r o n e o u s l y

c o n s i d e r s t h e last_received_rewards_heightlast_received_rewards_height a s t h e h e i g h t w h e n t h e l a s t r e w a r d s w e r e c l a i m e d ,
r a t h e r t h a n t h e h e i g h t w h e n t h e l a s t w i t h d r a w a l r e q u e s t w a s r a i s e d . T h i s a f f e c t s t h e r e w a r d c a l c u l a t i o n a s

i t w i l l b e b a s e d o n o u t d a t e d i n f o r m a t i o n .

R e m e d i a t i o n

U p d a t e t h e last_received_rewards_heightlast_received_rewards_height p a r a m e t e r t o t h e c u r r e n t h e i g h t a f t e r r e w a r d s a r e

c a l c u l a t e d a n d t r a n s f e r r e d w i t h i n withdrawal_requestwithdrawal_request .

P a t c h

F i x e d b y u p d a t i n g t h e last_received_rewards_heightlast_received_rewards_height p a r a m e t e r a c c o r d i n g l y i n e 6 9 b b a 3 .
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P i c a s s o N e t w o r k A u d i t 0 4 — V u l n e r a b i l i t i e s

P o t e n t i a l F u n d L o c k u p LOWLOW O S - C F I - A D V - 0 5

D e s c r i p t i o n

T h e depositdeposit i n s t r u c t i o n i n c l u d e s a n o p t i o n a l serviceservice p a r a m e t e r , w h i c h i s o f t y p e Option<Service>Option<Service> .
T h i s p a r a m e t e r i s u s e d t o s p e c i f y a s e r v i c e a s s o c i a t e d w i t h t h e s t a k i n g o p e r a t i o n . T h e v u l n e r a b i l i t y a r i s e s

f r o m t h e f a c t t h a t t h e p r e s e n c e o f t h e s e r v i c e p a r a m e t e r i s l a t e r u s e d a s a c o n d i t i o n d u r i n g w i t h d r a w a l .

S p e c i f i c a l l y , t h e w i t h d r a w a l l o g i c i n c l u d e s a c h e c k o n t h e s e r v i c e p a r a m e t e r .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]
vault_params.service =

if guest_chain_program_id.is_some() { service } else { None };
[...]

}

T h e c o d e a s s u m e s t h a t t h e s e r v i c e p a r a m e t e r w i l l a l w a y s b e Some(service)Some(service) d u r i n g w i t h d r a w a l . H o w e v e r ,
i f t h e depositdeposit i n s t r u c t i o n i s c a l l e d w i t h NoneNone f o r t h e s e r v i c e p a r a m e t e r , t h i s c o n d i t i o n w i l l n o t b e m e t .
T h u s , I f a d e p o s i t i s m a d e w i t h o u t s p e c i f y i n g a s e r v i c e ( i . e . , NoneNone i s p a s s e d ) , a n d t h e w i t h d r a w a l l o g i c
a s s u m e s t h a t t h e r e i s a l w a y s a s e r v i c e ( is_some()is_some() c o n d i t i o n ) , i t m a y r e s u l t i n t h e l o c k u p o f f u n d s .

R e m e d i a t i o n

M o d i f y withdrawwithdraw t o e n s u r e c o m p a t i b i l i t y w i t h NoneNone v a l u e s f o r t h e s e r v i c e p a r a m e t e r p r e v e n t i n g f u n d
l o c k u p .

P a t c h

F i x e d b y a d d i n g i n s t r u c t i o n set_serviceset_service t o s e t t h e serviceservice p a r a m e t e r a f t e r d e p o s i t i n g f u n d s i n
5 7 e d f e 8 .
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0 5 — G e n e r a l F i n d i n g s

H e r e , w e p r e s e n t a d i s c u s s i o n o f g e n e r a l f i n d i n g s d u r i n g o u r a u d i t . W h i l e t h e s e f i n d i n g s d o n o t p r e s e n t a n

i m m e d i a t e s e c u r i t y i m p a c t , t h e y r e p r e s e n t a n t i - p a t t e r n s a n d m a y r e s u l t i n s e c u r i t y i s s u e s i n t h e f u t u r e .

I DI D D e s c r i p t i o nD e s c r i p t i o n

O S - C F I - S U G - 0 0

P r o p o s a l t o r e p l a c e CpiContext::new_with_signerCpiContext::new_with_signer w i t h

CpiContext::newCpiContext::new i n set_stakeset_stake .

O S - C F I - S U G - 0 1

R e c o m m e n d a t i o n f o r c h a n g i n g Option<Service>Option<Service> p a r a m e t e r t o ServiceService i n
depositdeposit t o p r e v e n t u s e r s f r o m s e t t i n g vault_params.servicevault_params.service t o NoneNone .

O S - C F I - S U G - 0 2

T h e r e a r e s e v e r a l i n s t a n c e s o f r e d u n d a n t o r u n n e c e s s a r y c o d e w i t h i n t h e c o d e

b a s e .

O S - C F I - S U G - 0 3

o p t i m i z i n g token::transfertoken::transfer a n d burn_nftburn_nft b y i n t r o d u c i n g a b o o l e a n

a r g u m e n t o r u s i n g e m p t y s e e d s t o e n a b l e u n s i g n e d i n v o c a t i o n i n c a s e s w h e r e

s i g n e d i n v o c a t i o n i s u n n e c e s s a r y .

O S - C F I - S U G - 0 4

S u g g e s t i o n s r e g a r d i n g c o n s i s t e n c y i n c o d e d o c u m e n t a t i o n a n d c o m m e n t s c o n -

c e r n i n g t h e a c t u a l f u n c t i o n a l i t i e s d e s c r i b e d b y t h e m a n d t h e u s a g e o f p r o p e r

e r r o r m e s s a g e s .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

C o n t e x t S i g n e r C o r r e c t i o n O S - C F I - S U G - 0 0

D e s c r i p t i o n

T h e CpiContext::new_with_signerCpiContext::new_with_signer m e t h o d i s u s e d t o c r e a t e t h e c o n t e x t f o r c r o s s - p r o g r a m i n v o c a t i o n .
T h i s m e t h o d i s t y p i c a l l y u s e d w h e n a p r o g r a m e x p e c t s a s i g n e d i n v o c a t i o n , a n d i t i n c l u d e s t h e a c c o u n t ’s

s e e d s f o r s i g n a t u r e v e r i f i c a t i o n .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Service,
amount: u64,

) -> Result<()> {
[...]
let cpi_program = ctx.remaining_accounts[2].clone();
let cpi_ctx =

CpiContext::new_with_signer(cpi_program, cpi_accounts, seeds);
solana_ibc::cpi::set_stake(cpi_ctx, validator_key, amount)?;

[...]
}

R e m e d i a t i o n

I f set_stakeset_stake d o e s n o t r e q u i r e t h e staking_paramsstaking_params a c c o u n t o r i t s s e e d s f o r s i g n a t u r e v e r i f i c a t i o n ,

u s i n g CpiContext::newCpiContext::new i s m o r e a p p r o p r i a t e a n d s i m p l i f i e s t h e c o n t e x t c r e a t i o n .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

E n f o r c e M a n d a t o r y S e r v i c e A s s i g n m e n t O S - C F I - S U G - 0 1

D e s c r i p t i o n

W h i l e h a n d l i n g t h e vault_params.servicevault_params.service f i e l d i n depositdeposit , c u r r e n t l y , i t i s d e f i n e d a s

Option<Service>Option<Service> , a l l o w i n g i t t o b e e i t h e r Some(Service)Some(Service) o r NoneNone . T h e l o g i c i n t h e d e p o s i t f u n c t i o n

u s e s t h i s o p t i o n t o c o n d i t i o n a l l y s e t t h e vault_params.servicevault_params.service b a s e d o n
guest_chain_program_id.is_someguest_chain_program_id.is_some .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]

}

H o w e v e r , t h e p r o b l e m a r i s e s f r o m t h e f a c t t h a t e v e n i f guest_chain_program_idguest_chain_program_id i s SomeSome , i m p l y i n g
t h e g u e s t c h a i n i s i n i t i a l i z e d , t h e s e r v i c e m a y s t i l l b e s e t t o NoneNone . T h i s i s d u e t o t h e o p t i o n a l i t y o f t h e
ServiceService t y p e . U s e r s m a y s e t vault_params.servicevault_params.service t o NoneNone e v e n a f t e r t h e c h a i n i s i n i t i a l i z e d ,
u n d e r m i n i n g t h e i n t e n d e d b e h a v i o r o f t h e l o g i c .

R e m e d i a t i o n

C h a n g e t h e t y p e o f vault_params.servicevault_params.service f r o m Option<Service>Option<Service> t o j u s t ServiceService . T h i s
m o d i f i c a t i o n e n s u r e s t h a t a v a l i d S e r v i c e m u s t a l w a y s b e p r o v i d e d o n c e t h e g u e s t c h a i n i s i n i t i a l i z e d .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

C o d e R e d u n d a n c y O S - C F I - S U G - 0 2

D e s c r i p t i o n

1 . T h e max_validatorsmax_validators v a l u e i s c u r r e n t l y s t o r e d i n b o t h t h e ConfigConfig a n d CandidatesCandidates . H o w e v e r ,

o n l y t h e v a l u e o f max_validatorsmax_validators f r o m CandidatesCandidates i s u t i l i z e d . T h e r e f o r e , t h e
max_validatorsmax_validators v a l u e i n ConfigConfig m a y b e r e m o v e d t o r e d u c e r e d u n d a n c y .

2 . W i t h i n t h e InitMintInitMint s t r u c t u r e , t h e associated_token_programassociated_token_program f i e l d i s n o t r e q u i r e d a n d m a y

b e o m i t t e d a s t h e InitMintInitMint o p e r a t i o n d o e s n o t d i r e c t l y i n t e r a c t w i t h a s s o c i a t e d t o k e n a c c o u n t s .

> _ s o l a n a / s o l a n a - i b c / p r o g r a m s / s o l a n a - i b c / s r c / l i b . r s r u s t

#[derive(Accounts)]
#[instruction(port_id: ibc::PortId, channel_id_on_b: ibc::ChannelId, hashed_base_denom:

CryptoHash)]↪→

pub struct InitMint<'info> {
#[account(mut)]
sender: Signer<'info>,

/// CHECK:
#[account(init_if_needed, payer = sender, seeds = [MINT_ESCROW_SEED],

bump, space = 100)]
mint_authority: UncheckedAccount<'info>,

#[account(init_if_needed, payer = sender, seeds = [hashed_base_denom.as_ref()],
bump, mint::decimals = 6, mint::authority = mint_authority)]

token_mint: Account<'info, Mint>,

associated_token_program: Program<'info, AssociatedToken>,
token_program: Program<'info, Token>,
system_program: Program<'info, System>,

}

3 . I n bit::fmtbit::fmt , i n t h e elseelse b r a n c h , offoff i s s e t t o z e r o . C o n s e q u e n t l y , w h e n lenlen i s d e c r e m e n t e d

b y 8 - off8 - off , s i n c e offoff i s a l r e a d y z e r o , 8 - off8 - off w i l l a l w a y s e q u a l e i g h t . T h e r e f o r e , i n e a c h
i t e r a t i o n w h e r e lenlen i s a l r e a d y g r e a t e r t h a n o r e q u a l t o e i g h t , t h i s o p e r a t i o n i s u n n e c e s s a r y a n d
s h o u l d b e r e m o v e d .

R e m e d i a t i o n

E n s u r e t h a t a l l r e d u n d a n t a n d u n n e c e s s a r y c o d e i s r e m o v e d f r o m t h e c o d e b a s e .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

C o d e O p t i m i s a t i o n O S - C F I - S U G - 0 3

D e s c r i p t i o n

1 . T h e r e i s u n n e c e s s a r y s i g n i n g a n d s e e d u s a g e i n c e r t a i n token::transfertoken::transfer f u n c t i o n c a l l s . S p e c i f i -
c a l l y , i n t h e depositdeposit i n s t r u c t i o n , t h e r e a r e c a l l s t o token::transfertoken::transfer t h a t d o n o t r e q u i r e s e e d s
o r a s i g n e d i n v o c a t i o n .

2 . handlehandle i n setset r e c e i v e s NodeRefNodeRef ( nrefnref ) a s a n a r g u m e n t . I t e x t r a c t s t h e p o i n t e r nref.0nref.0 a n d

h a s h nref.1nref.1 f r o m t h i s s t r u c t u r e , a n d t h e n p a s s e s t h e e n t i r e nrefnref t o handle_branchhandle_branch a n d
handle_extensionhandle_extension , e v e n t h o u g h t h e h a s h ( nref.1nref.1 ) i s n o t n e e d e d i n t h e s e c a l l s .

> _ c o m m o n / s e a l a b l e - t r i e / s r c / t r i e / s e t . r s r u s t

fn handle(&mut self, nref: NodeRef) -> Result<(Ptr, CryptoHash)> {
let nref = (nref.ptr.ok_or(Error::Sealed)?, nref.hash);
[...]
debug_assert_eq!(*nref.1, node.hash());
match node {

Node::Branch { children } => self.handle_branch(nref, children),
Node::Extension { key, child } => {

self.handle_extension(nref, key, child)
}

}
}

3 . W i t h i n getget i n trietrie , get_implget_impl i s c a l l e d w i t h t r u e f o r include_proofinclude_proof p a r a m e t e r , i n d i c a t i n g

t h a t a p r o o f s h o u l d b e i n c l u d e d i n t h e r e s u l t , h o w e v e r , i n t h e s u b s e q u e n t l i n e , t h e p r o o f i s i g n o r e d ,

a n d o n l y t h e v a l u e i s r e t a i n e d . I n c l u d i n g a p r o o f i n t h e get_implget_impl c a l l w h e n i t w i l l n o t b e u s e d i s
i n e f f i c i e n t .

R e m e d i a t i o n

1 . M o d i f y token::transfertoken::transfer t o h a n d l e b o t h s i g n e d a n d u n s i g n e d i n v o c a t i o n s . T h i s m a y b e a c h i e v e d
b y i n t r o d u c i n g a b o o l e a n a r g u m e n t o r b y c h e c k i n g t h e l e n g t h o f s e e d s .

2 . P a s s o n l y t h e PtrPtr p a r t ( nref.0nref.0 ) t o t h e s e f u n c t i o n s , a s t h e h a s h ( nref.1nref.1 ) i s n o t n e e d e d i n t h o s e
c a l l s .

3 . I t w o u l d b e m o r e e f f i c i e n t t o c a l l get_implget_impl w i t h include_proofinclude_proof s e t t o f a l s e i f t h e p r o o f i s n o t
i n t e n d e d t o b e u s e d .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

C o d e M a t u r i t y O S - C F I - S U G - 0 4

D e s c r i p t i o n

1 . T h e d o c u m e n t a t i o n f o r t h e RawNodeRawNode s t r u c t u r e i n nodesnodes , s t a t e s t h a t <key><key> i s a 3 6 - b y t e

a r r a y , h o w e v e r , i t s h o u l d b e c l a r i f i e d t h a t t h e a c t u a l b y t e s o f t h e k e y e x t e n s i o n a r e c o n t a i n e d i n a

3 4 - b y t e a r r a y . T h i s i s b e c a u s e t h e f i r s t t w o b y t e s a t t h e p r e f i x a r e d i s p l a y e d s e p a r a t e l y i n t h e b i n a r y

r e p r e s e n t a t i o n , a n d a r e u s e d t o s t o r e i n f o r m a t i o n a b o u t t h e l e n g t h o f t h e k e y a n d t h e n u m b e r o f

m o s t s i g n i f i c a n t b i t s t o s k i p .

> _ c o m m o n / s e a l a b l e - t r i e / s r c / n o d e s . r s r u s t

// Extension: 1000_kkkk kkkk_kooo <key> <ref>
// `kkkk` is the length of the key in bits and `ooo` is number of most
// significant bits in <key> to skip before getting to the key. <key> is
// 36-byte array which holds the key extension. Only `o..o+k` bits in it
// are the actual key; others are set to zero.

2 . I n validation_contextvalidation_context , t h e e r r o r m e s s a g e r e t u r n e d b y get_packet_commitmentget_packet_commitment i s i n c o r r e c t .

I n s t e a d o f r e t u r n i n g t h e PacketCommitmentNotFoundPacketCommitmentNotFound e r r o r w h e n t h e c o m m i t m e n t i s n o t f o u n d , i t
c u r r e n t l y r e t u r n s t h e PacketReceiptNotFoundPacketReceiptNotFound e r r o r .

> _ / s o l a n a - i b c / s r c / v a l i d a t i o n _ c o n t e x t . r s r u s t

fn get_packet_commitment(
&self,
path: &ibc::path::CommitmentPath,

) -> Result<ibc::PacketCommitment> {
let trie_key = trie_ids::TrieKey::try_from(path)?;
match self.borrow().provable.get(&trie_key).ok().flatten() {

Some(hash) => Ok(hash.to_vec().into()),
None => Err(ibc::ContextError::PacketError(

ibc::PacketError::PacketReceiptNotFound {
sequence: path.sequence,

},
)),

}
}

3 . C e r t a i n a c c o u n t s a r e u n n e c e s s a r i l y p a s s e d t o i n s t r u c t i o n s . S p e c i f i c a l l y , w i t h i n

withdrawal_requestwithdrawal_request a n d cancel_withdrawal_requestcancel_withdrawal_request , t h e nft_metadatanft_metadata a c c o u n t s i s
i n c l u d e d . T h i s a c c o u n t i s n o t d i r e c t l y i n v o l v e d i n t h e w i t h d r a w a l o r c a n c e l l a t i o n p r o c e s s .
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P i c a s s o N e t w o r k A u d i t 0 5 — G e n e r a l F i n d i n g s

R e m e d i a t i o n

1 . U p d a t e t h e d o c u m e n t a t i o n t o r e f l e c t t h a t t h e a c t u a l b y t e s o f t h e k e y e x t e n s i o n a r e c o n t a i n e d i n a

3 4 - b y t e a r r a y , a n d t h e t w o b y t e s a t t h e p r e f i x a r e u s e d f o r a d d i t i o n a l i n f o r m a t i o n a b o u t t h e k e y .

2 . E n s u r e get_packet_commitmentget_packet_commitment m a k e s u s e o f t h e PacketCommitmentNotFoundPacketCommitmentNotFound e r r o r .

3 . R e m o v e t h e u n n e c e s s a r y a c c o u n t f r o m t h e i n s t r u c t i o n a c c o u n t s t o s t r e a m l i n e a n d o p t i m i z e t h e c o d e .
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A — V u l n e r a b i l i t y R a t i n g S c a l e

W e r a t e d o u r f i n d i n g s a c c o r d i n g t o t h e f o l l o w i n g s c a l e . V u l n e r a b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s .

I n f o r m a t i o n a l f i n d i n g s m a y b e f o u n d i n t h e G e n e r a l F i n d i n g s .

C R I T I C A LC R I T I C A L V u l n e r a b i l i t i e s t h a t i m m e d i a t e l y r e s u l t i n a l o s s o f u s e r f u n d s w i t h m i n i m a l p r e c o n d i t i o n s .

E x a m p l e s :

• M i s c o n f i g u r e d a u t h o r i t y o r a c c e s s c o n t r o l v a l i d a t i o n .

• I m p r o p e r l y d e s i g n e d e c o n o m i c i n c e n t i v e s l e a d i n g t o l o s s o f f u n d s .

H I G HH I G H
V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n a l o s s o f u s e r f u n d s b u t a r e p o t e n t i a l l y d i f f i c u l t t o e x p l o i t .

E x a m p l e s :

• L o s s o f f u n d s r e q u i r i n g s p e c i f i c v i c t i m i n t e r a c t i o n s .

• E x p l o i t a t i o n i n v o l v i n g h i g h c a p i t a l r e q u i r e m e n t w i t h r e s p e c t t o p a y o u t .

M E D I U MM E D I U M V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n d e n i a l o f s e r v i c e s c e n a r i o s o r d e g r a d e d u s a b i l i t y .

E x a m p l e s :

• C o m p u t a t i o n a l l i m i t e x h a u s t i o n t h r o u g h m a l i c i o u s i n p u t .

• F o r c e d e x c e p t i o n s i n t h e n o r m a l u s e r f l o w .

L O WL O W L o w p r o b a b i l i t y v u l n e r a b i l i t i e s , w h i c h a r e s t i l l e x p l o i t a b l e b u t r e q u i r e e x t e n u a t i n g c i r c u m s t a n c e s

o r u n d u e r i s k .

E x a m p l e s :

• O r a c l e m a n i p u l a t i o n w i t h l a r g e c a p i t a l r e q u i r e m e n t s a n d m u l t i p l e t r a n s a c t i o n s .

I N F OI N F O B e s t p r a c t i c e s t o m i t i g a t e f u t u r e s e c u r i t y r i s k s . T h e s e a r e c l a s s i f i e d a s g e n e r a l f i n d i n g s .

E x a m p l e s :

• E x p l i c i t a s s e r t i o n o f c r i t i c a l i n t e r n a l i n v a r i a n t s .

• I m p r o v e d i n p u t v a l i d a t i o n .
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B — P r o c e d u r e

A s p a r t o f o u r s t a n d a r d a u d i t i n g p r o c e d u r e , w e s p l i t o u r a n a l y s i s i n t o t w o m a i n s e c t i o n s : d e s i g n a n d

i m p l e m e n t a t i o n .

W h e n a u d i t i n g t h e d e s i g n o f a p r o g r a m , w e a i m t o e n s u r e t h a t t h e o v e r a l l e c o n o m i c a r c h i t e c t u r e i s s o u n d

i n t h e c o n t e x t o f a n o n - c h a i n p r o g r a m . I n o t h e r w o r d s , t h e r e i s n o w a y t o s t e a l f u n d s o r d e n y s e r v i c e ,

i g n o r i n g a n y c h a i n - s p e c i f i c q u i r k s . T h i s u s u a l l y r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e p r o g r a m ’s i n t e r n a l

i n t e r a c t i o n s , p o t e n t i a l g a m e t h e o r y i m p l i c a t i o n s , a n d g e n e r a l o n - c h a i n e x e c u t i o n p r i m i t i v e s .

O n e e x a m p l e o f a d e s i g n v u l n e r a b i l i t y w o u l d b e a n o n - c h a i n o r a c l e t h a t c o u l d b e m a n i p u l a t e d b y f l a s h

l o a n s o r l a r g e d e p o s i t s . S u c h a d e s i g n w o u l d g e n e r a l l y b e u n s o u n d r e g a r d l e s s o f w h i c h c h a i n t h e o r a c l e i s

d e p l o y e d o n .

O n t h e o t h e r h a n d , a u d i t i n g t h e p r o g r a m ’s i m p l e m e n t a t i o n r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e c h a i n ’s

e x e c u t i o n m o d e l . W h i l e t h i s v a r i e s f r o m c h a i n t o c h a i n , s o m e c o m m o n i m p l e m e n t a t i o n v u l n e r a b i l i t i e s

i n c l u d e r e e n t r a n c y , a c c o u n t o w n e r s h i p i s s u e s , a r i t h m e t i c o v e r f l o w s , a n d r o u n d i n g b u g s .

A s a g e n e r a l r u l e o f t h u m b , i m p l e m e n t a t i o n v u l n e r a b i l i t i e s t e n d t o b e m o r e “ c h e c k l i s t ” s t y l e . I n c o n t r a s t ,

d e s i g n v u l n e r a b i l i t i e s r e q u i r e a s t r o n g u n d e r s t a n d i n g o f t h e u n d e r l y i n g s y s t e m a n d t h e v a r i o u s i n t e r a c t i o n s :

b o t h w i t h t h e u s e r a n d c r o s s - p r o g r a m .

A s w e a p p r o a c h a n y n e w t a r g e t , w e s t r i v e t o c o m p r e h e n s i v e l y u n d e r s t a n d t h e p r o g r a m f i r s t . I n o u r a u d i t s ,

w e a l w a y s a p p r o a c h t a r g e t s w i t h a t e a m o f a u d i t o r s . T h i s a l l o w s u s t o s h a r e t h o u g h t s a n d c o l l a b o r a t e ,

p i c k i n g u p o n d e t a i l s t h a t t h e o t h e r m i s s e d .

W h i l e s o m e t i m e s t h e l i n e b e t w e e n d e s i g n a n d i m p l e m e n t a t i o n c a n b e b l u r r y , w e h o p e t h i s g i v e s s o m e

i n s i g h t i n t o o u r a u d i t i n g p r o c e d u r e a n d t h o u g h t p r o c e s s .
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