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0 1 — E x e c u t i v e S u m m a r y

Overview

C o m p o s a b l e F i n a n c e e n g a g e d O t t e r S e c t o a s s e s s t h e emulated-light-clientemulated-light-client p r o g r a m . T h i s

a s s e s s m e n t w a s c o n d u c t e d b e t w e e n J a n u a r y 1 6 t h a n d J a n u a r y 1 9 t h , 2 0 2 4 . F o r m o r e i n f o r m a t i o n o n o u r

a u d i t i n g m e t h o d o l o g y , r e f e r t o A p p e n d i x B .

Key Findings

W e p r o d u c e d 1 0 f i n d i n g s t h r o u g h o u t t h i s a u d i t e n g a g e m e n t .

I n p a r t i c u l a r , w e i d e n t i f i e d a c r i t i c a l v u l n e r a b i l i t y c o n c e r n i n g u n a u t h o r i z e d a l t e r a t i o n s t o s t a k i n g p a r a m e t e r s

( O S - C F I - A D V - 0 0 ) a n d a n o t h e r i s s u e r e g a r d i n g t h e l a c k o f a c c o u n t v a l i d a t i o n i n t h e d e p o s i t a n d s t a k i n g

f u n c t i o n a l i t i e s ( O S - C F I - A D V - 0 1 ) . F u r t h e r m o r e , w e h i g h l i g h t e d a p o t e n t i a l l o c k u p o f f u n d s d u r i n g w i t h d r a w a l

d u e t o a l a c k o f c o m p a t i b i l i t y f o r h a n d l i n g c a s e s w h e r e n o p a s s i n g o f a v a l u e t o t h e o p t i o n a l s e r v i c e

p a r a m e t e r o c c u r s ( O S - C F I - A D V - 0 5 ) .

W e a l s o m a d e r e c o m m e n d a t i o n s a r o u n d o p t i m i z i n g t o k e n t r a n s f e r a n d b u r n i n g n o n - f u n g i b l e t o k e n s b y

i n t r o d u c i n g a b o o l e a n a r g u m e n t o r u t i l i z i n g e m p t y s e e d s t o e n a b l e u n s i g n e d i n v o c a t i o n w h e r e s i g n e d

i n v o c a t i o n i s u n n e c e s s a r y ( O S - C F I - S U G - 0 3 ) a n d p r o p o s e d t h e r e p l a c e m e n t o f a m e t h o d i n t h e s e t s t a t e

f u n c t i o n ( O S - C F I - S U G - 0 0 ) . A d d i t i o n a l l y , w e a d v i s e d t h e i n c l u s i o n o f c e r t a i n c o n s t r a i n t s i n t h e w i t h d r a w

i n s t r u c t i o n f o r t h e s t a k i n g p a r a m s a c c o u n t ( O S - C F I - S U G - 0 2 ) .
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0 2 — S c o p e

T h e s o u r c e c o d e w a s d e l i v e r e d t o u s i n a G i t r e p o s i t o r y a t

h t t p s : / / g i t h u b . c o m / C o m p o s a b l e F i / e m u l a t e d - l i g h t - c l i e n t . T h i s a u d i t w a s p e r f o r m e d a g a i n s t c o m m i t a a f 2 0 a 2 .

A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :

N a m eN a m e D e s c r i p t i o nD e s c r i p t i o n

e m u l a t e d - l i g h t - c l i e n t
A p r o g r a m t h a t d e s c r i b e s a b r i d g e b e t w e e n S o l a n a a n d C o s m o s u t i l i z i n g

i n t e r - b l o c k c h a i n c o m m u n i c a t i o n .
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0 3 — F i n d i n g s

O v e r a l l , w e r e p o r t e d 1 0 f i n d i n g s .

W e s p l i t t h e f i n d i n g s i n t o v u l n e r a b i l i t i e s a n d g e n e r a l f i n d i n g s . V u l n e r a b i l i t i e s h a v e a n i m m e d i a t e i m p a c t

a n d s h o u l d b e r e m e d i a t e d a s s o o n a s p o s s i b l e . G e n e r a l f i n d i n g s d o n o t h a v e a n i m m e d i a t e i m p a c t b u t w i l l

a i d i n m i t i g a t i n g f u t u r e v u l n e r a b i l i t i e s .

S e v e r i t y C o u n t

C R I T I C A LC R I T I C A L 3

H I G HH I G H 2

M E D I U MM E D I U M 0

L O WL O W 1

I N F OI N F O 4
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0 4 — V u l n e r a b i l i t i e s

H e r e , w e p r e s e n t a t e c h n i c a l a n a l y s i s o f t h e v u l n e r a b i l i t i e s w e i d e n t i f i e d d u r i n g o u r a u d i t . T h e s e v u l n e r a -

b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s , a n d w e r e c o m m e n d r e m e d i a t i o n a s s o o n a s p o s s i b l e .

R a t i n g c r i t e r i a c a n b e f o u n d i n A p p e n d i x A .

I DI D S e v e r i t yS e v e r i t y S t a t u sS t a t u s D e s c r i p t i o nD e s c r i p t i o n

O S - C F I - A D V - 0 0 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

InitializeInitialize u t i l i z e s init_if_neededinit_if_needed , a l l o w i n g
u n a u t h o r i z e d a l t e r a t i o n s t o s t a k i n g p a r a m e t e r s .

O S - C F I - A D V - 0 1 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

L a c k o f a c c o u n t v a l i d a t i o n f o r

remaining_accountsremaining_accounts

O S - C F I - A D V - 0 2 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

A b s e n c e o f a c h e c k f o r a n o n - z e r o b a l a n c e i n t h e

d e p o s i t o r ’s receipt_token_accountreceipt_token_account w i t h i n

set_serviceset_service i n s t r u c t i o n .

O S - C F I - A D V - 0 3 H I G HH I G H R E S O L V E DR E S O L V E D

M i s s i n g p a r a m e t e r s i n

set_stakesolana_ibc::cpi::set_stakeset_stakesolana_ibc::cpi::set_stake
f u n c t i o n , f o r i d e n t i f y i n g t h e s p e c i f i c m i n t o f t h e

s t a k e d a m o u n t .

O S - C F I - A D V - 0 4 H I G HH I G H R E S O L V E DR E S O L V E D

L a c k o f v a l i d a t i o n f o r t h e i n s t r u c t i o n s y s v a r a c -

c o u n t i n validate_remaining_accountsvalidate_remaining_accounts a n d

set_stakeset_stake , p o t e n t i a l l y a l l o w i n g u n i n t e n d e d o r i n -
s e c u r e u s a g e .

O S - C F I - A D V - 0 5 L O WL O W R E S O L V E DR E S O L V E D

P o t e n t i a l l o c k u p o f f u n d s d u r i n g w i t h d r a w a l d u e t o

a l a c k o f c o m p a t i b i l i t y w i t h NoneNone v a l u e s f o r t h e

o p t i o n a l serviceservice p a r a m e t e r .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

A b i l i t y T o I n i t i a l i z e M u l t i p l e T i m e s CRITICALCRITICAL O S - C F I - A D V - 0 0

D e s c r i p t i o n

I n InitializeInitialize , w h i l e i n i t i a l i z i n g t h e s t a k i n g p a r a m e t e r s , d u e t o init_if_neededinit_if_needed , a n y o n e m a y a l t e r
t h e s t a k i n g p a r a m e t e r s w i t h n e w v a l u e s m u l t i p l e t i m e s . T h e a b i l i t y t o i n i t i a l i z e t h e s t a k i n g p a r a m e t e r s

m u l t i p l e t i m e s m a y r e s u l t i n p o t e n t i a l s e c u r i t y v u l n e r a b i l i t i e s . F o r e x a m p l e , a n a t t a c k e r c o u l d r e p e a t e d l y

c a l l InitializeInitialize w i t h d i f f e r e n t p a r a m e t e r s , a l t e r i n g t h e s t a k i n g c o n f i g u r a t i o n a n d a f f e c t i n g t h e e n t i r e
p r o t o c o l .

R e m e d i a t i o n

U t i l i z e initinit i n s t e a d o f init_if_neededinit_if_needed f o r InitializeInitialize . T h i s e n s u r e s t h a t t h e i n i t i a l i z a t i o n o n l y
o c c u r s o n c e .

P a t c h

F i x e d b y u s i n g initinit i n s t e a d o f init_if_neededinit_if_needed f o r InitializeInitialize i n e 5 6 5 0 0 6 .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

D i s c r e p a n c y I n D e p o s i t F u n c t i o n a l i t y CRITICALCRITICAL O S - C F I - A D V - 0 1

D e s c r i p t i o n

depositdeposit u t i l i z e s remaining_accountsremaining_accounts f o r t h e c r o s s - p r o g r a m i n v o c a t i o n c a l l t o t h e g u e s t c h a i n

p r o g r a m ( solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake ) . H o w e v e r , t h e f u n c t i o n l a c k s e x p l i c i t v a l i d a t i o n c h e c k s o n

remaining_accountsremaining_accounts . solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake i s t h e i n v o k e d c r o s s - p r o g r a m i n v o c a t i o n

c a l l . S i m i l a r l y , t h i s f u n c t i o n a l s o l a c k s e x p l i c i t v a l i d a t i o n c h e c k s f o r t h e a c c o u n t s p a s s e d i n CpiContextCpiContext .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]
// Call Guest chain program to update the stake if the chain is initialized
if guest_chain_program_id.is_some() {

[...]
let cpi_program = ctx.remaining_accounts[3].clone();
let cpi_ctx =

CpiContext::new_with_signer(cpi_program, cpi_accounts, seeds);
solana_ibc::cpi::set_stake(cpi_ctx, amount as u128)?;

}
Ok(())

}

R e m e d i a t i o n

A d d v a l i d a t i o n c h e c k s i n b o t h depositdeposit a n d solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake t o e n s u r e t h a t t h e

r e q u i r e d a c c o u n t s a r e p r e s e n t a n d h a v e t h e c o r r e c t o w n e r s h i p .

P a t c h

F i x e d b y a d d i n g v a l i d a t i o n c h e c k s t o t h e remaining_accountsremaining_accounts i n b 7 8 4 7 d 9 .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

M i s s i n g R e c e i p t T o k e n B a l a n c e C h e c k CRITICALCRITICAL O S - C F I - A D V - 0 2

D e s c r i p t i o n

I n t h e i m p l e m e n t a t i o n o f set_serviceset_service i n s t r u c t i o n , t h e r e i s a s e c t i o n o f c o d e t h a t s e t s t h e s e r v i c e

f o r t h e s t a k e w h i c h w a s d e p o s i t e d b e f o r e g u e s t c h a i n i n i t i a l i z a t i o n w i t h o u t e x p l i c i t l y c h e c k i n g i f t h e

d e p o s i t o r ’s receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e . T h e c o d e a s s u m e s t h a t t h e d e p o s i t o r

h a s a s u f f i c i e n t b a l a n c e i n t h e i r receipt_token_accountreceipt_token_account t o c o v e r t h e s t a k e , b u t i t f a i l s t o c h e c k f o r i t
e x p l i c i t l y .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn set_service<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, SetService<'info>>,
service: Service,

) -> Result<()> {
[...]
vault_params.service = Some(service);
let guest_chain_program_id =

staking_params.guest_chain_program_id.unwrap(); // Infallible
let amount = vault_params.stake_amount;
[...]

}

P r o o f o f C o n c e p t

• A m a l i c i o u s u s e r s e t s a n a r b i t r a r y s e r v i c e f o r a g e n u i n e u s e r ’s vault_params b y c a l l i n g t h e
set_service i n s t r u c t i o n u s i n g t h e g e n u i n e u s e r ’s vault_params a n d a n a r b i t r a r y Service.

• S i n c e t h e c o d e d o e s n o t c h e c k f o r a n o n - z e r o b a l a n c e i n t h e receipt_token_account, t h e m a l i -
c i o u s u s e r m a y a b u s e t h e s y s t e m b y s e t t i n g a n u n a u t h o r i z e d s t a k e u s i n g t h e o r i g i n a l d e p o s i t o r ’s

vault_params.

R e m e d i a t i o n

E x p l i c i t l y c h e c k i f t h e d e p o s i t o r ’s receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e b e f o r e p r o c e e d i n g

w i t h t h e s t a k e s e t t i n g . T h i s c h e c k e n s u r e s t h e d e p o s i t o r h a s a c c e s s t o t h e r e s p e c t i v e vault_paramsvault_params .

P a t c h

F i x e d b y c h e c k i n g i f t h e d e p o s i t o r ’s receipt_token_accountreceipt_token_account h a s a n o n - z e r o b a l a n c e i n e 1 0 2 2 2 d .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

S t a k e M i n t D i f f e r e n t i a t i o n HIGHHIGH O S - C F I - A D V - 0 3

D e s c r i p t i o n

T h e v u l n e r a b i l i t y i s r o o t e d i n depositdeposit , a n d p e r t a i n s t o t h e l a c k o f c o n s i d e r a t i o n f o r d i f f e r e n t t o k e n

d e c i m a l s i n solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake , s p e c i f i c a l l y r e l a t e d t o t h e m i n t o f t h e s t a k e d a m o u n t .

set_stakeset_stake i s i n v o k e d w i t h o u t e x p l i c i t l y p r o v i d i n g i n f o r m a t i o n a b o u t t h e m i n t o f t h e s t a k e d a m o u n t .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]
// Call Guest chain program to update the stake if the chain is initialized
if guest_chain_program_id.is_some() {

[...]
let cpi_program = ctx.remaining_accounts[3].clone();
let cpi_ctx =

CpiContext::new_with_signer(cpi_program, cpi_accounts, seeds);
solana_ibc::cpi::set_stake(cpi_ctx, amount as u128)?;

}
Ok(())

}

O n i n v o k i n g solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake , i t ’s c r u c i a l t o i n c l u d e p a r a m e t e r s t h a t i d e n t i f y t h e s p e c i f i c
m i n t o f t h e s t a k e d a m o u n t . T o k e n s o n s o l a n a m a y h a v e d i f f e r e n t d e c i m a l p l a c e s , a n d e a c h m i n t m a y

h a v e a d i f f e r e n t s c a l e . W i t h o u t p a s s i n g i n f o r m a t i o n a b o u t t h e m i n t o f t h e s t a k e d a m o u n t , t h e r e ’s a r i s k

o f u p d a t i n g t h e s t a k e v a l u e w i t h a n i n c o r r e c t s c a l e . F o r i n s t a n c e , s t a k i n g 1 0 t o k e n s w i t h 2 d e c i m a l s a n d

s t a k i n g 1 0 t o k e n s w i t h 6 d e c i m a l s m a y r e s u l t i n u p d a t i n g t h e s a m e v a l u e , t h u s c a u s i n g t h e s t a k e d a m o u n t

t o b e i n c o r r e c t l y r e p r e s e n t e d .

R e m e d i a t i o n

M o d i f y set_stakeset_stake t o a c c e p t p a r a m e t e r s e x p l i c i t l y i n d i c a t i n g t h e m i n t o f t h e s t a k e d a m o u n t . T h i s

a d j u s t m e n t e n s u r e s t h e p r o g r a m a c c u r a t e l y m a n a g e s a n d u p d a t e s s t a k e s f o r v a r i o u s t o k e n t y p e s .

P a t c h

F i x e d b y a d d i n g a c h e c k i n depositdeposit i n s t r u c t i o n t o c h e c k i f t h e token_minttoken_mint h a s o n l y 9 d e c i m a l s i n
d 7 8 a 1 9 a .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

L a c k O f S y s v a r A c c o u n t V a l i d a t i o n HIGHHIGH O S - C F I - A D V - 0 4

D e s c r i p t i o n

T h e p r o g r a m p a s s e s t h e i n s t r u c t i o n s y s v a r a c c o u n t t o b o t h depositdeposit a n d set_serviceset_service i n s t r u c -

t i o n s , b u t d o e s n o t p e r f o r m v a l i d a t i o n i n t h e validate_remaining_accountsvalidate_remaining_accounts a n d e v e n i n t h e

solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake f u n c t i o n . T h u s , r e p l a c i n g t h e i n s t r u c t i o n s y s v a r a c c o u n t i s p o s s i -

b l e . T h e y m i g h t b e a b l e t o i n j e c t u n a u t h o r i z e d i n s t r u c t i o n s i n t o t h e c r o s s - p r o g r a m i n v o c a t i o n c a l l s .

R e m e d i a t i o n

E n s u r e b o t h validation::validate_remaining_accountsvalidation::validate_remaining_accounts a n d solana_ibc::cpi::set_stakesolana_ibc::cpi::set_stake
i n c l u d e e x p l i c i t v a l i d a t i o n f o r t h e i n s t r u c t i o n s y s v a r a c c o u n t .

P a t c h

F i x e d b y c h e c k i n g t h e i n s t r u c t i o n s y s v a r a c c o u n t i n b 2 2 1 4 4 8 .
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C o m p o s a b l e F i n a n c e A u d i t 0 4 — V u l n e r a b i l i t i e s

P o t e n t i a l F u n d L o c k u p LOWLOW O S - C F I - A D V - 0 5

D e s c r i p t i o n

depositdeposit i n c l u d e s a n o p t i o n a l serviceservice p a r a m e t e r , w h i c h i s o f t y p e Option<Service>Option<Service> . T h i s
p a r a m e t e r s p e c i f i e s a s e r v i c e a s s o c i a t e d w i t h t h e s t a k i n g o p e r a t i o n . T h e v u l n e r a b i l i t y a r i s e s f r o m t h e

p r e s e n c e o f t h e s e r v i c e p a r a m e t e r , w h i c h i s a c o n d i t i o n d u r i n g w i t h d r a w a l . S p e c i f i c a l l y , t h e w i t h d r a w a l

l o g i c i n c l u d e s a c h e c k o n t h e s e r v i c e p a r a m e t e r .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]
vault_params.service =

if guest_chain_program_id.is_some() { service } else { None };
[...]

}

T h e c o d e a s s u m e s t h a t t h e s e r v i c e p a r a m e t e r w i l l a l w a y s b e Some(service)Some(service) d u r i n g w i t h d r a w a l .

H o w e v e r , c a l l i n g depositdeposit w i t h NoneNone f o r t h e s e r v i c e p a r a m e t e r w o u l d n o t f u l f i l l t h e c o n d i t i o n . T h u s , I f

a d e p o s i t o c c u r s w i t h o u t s p e c i f y i n g a s e r v i c e ( i . e . , p a s s i n g NoneNone ) , a n d t h e w i t h d r a w a l l o g i c a s s u m e s
t h a t t h e r e i s a l w a y s a s e r v i c e ( is_some()is_some() c o n d i t i o n ) , i t m a y l o c k u p f u n d s .

R e m e d i a t i o n

M o d i f y withdrawwithdraw t o e n s u r e c o m p a t i b i l i t y w i t h NoneNone v a l u e s f o r t h e s e r v i c e p a r a m e t e r p r e v e n t i n g f u n d
l o c k u p .

P a t c h

F i x e d b y a d d e d a n a d d i t i o n a l i n s t r u c t i o n set_serviceset_service t o s e t t h e serviceservice p a r a m e t e r a f t e r d e p o s i t i n g
f u n d s i n 5 7 e d f e 8 .

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 1 1 / 1 8

https://github.com/ComposableFi/emulated-light-client/commit/57edfe83e9759af072d93d604828a8fbab9d21bd


0 5 — G e n e r a l F i n d i n g s

H e r e , w e p r e s e n t a d i s c u s s i o n o f g e n e r a l f i n d i n g s d u r i n g o u r a u d i t . W h i l e t h e s e f i n d i n g s d o n o t p r e s e n t a n

i m m e d i a t e s e c u r i t y i m p a c t , t h e y r e p r e s e n t a n t i - p a t t e r n s a n d m a y r e s u l t i n s e c u r i t y i s s u e s i n t h e f u t u r e .

I DI D D e s c r i p t i o nD e s c r i p t i o n

O S - C F I - S U G - 0 0

P r o p o s a l t o r e p l a c e CpiContext::new_with_signerCpiContext::new_with_signer w i t h

CpiContext::newCpiContext::new i n depositdeposit a n d set_serviceset_service i n s t r u c t i o n s .

O S - C F I - S U G - 0 1

C h a n g e t h e Option<Service>Option<Service> p a r a m e t e r t o ServiceService i n depositdeposit t o

p r e v e n t u s e r s f r o m s e t t i n g vault_params.servicevault_params.service t o NoneNone .

O S - C F I - S U G - 0 2

WithdrawWithdraw d o e s n o t i n c l u d e t h e has_one = rewards_token_minthas_one = rewards_token_mint c o n -

s t r a i n t f o r t h e staking_paramsstaking_params a c c o u n t .

O S - C F I - S U G - 0 3

O p t i m i z i n g token::transfertoken::transfer a n d burn_nftburn_nft b y i n t r o d u c i n g a b o o l e a n

a r g u m e n t o r u t i l i z i n g e m p t y s e e d s t o e n a b l e u n s i g n e d i n v o c a t i o n w h e n s i g n e d

i n v o c a t i o n i s u n n e c e s s a r y .
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C o m p o s a b l e F i n a n c e A u d i t 0 5 — G e n e r a l F i n d i n g s

C o n t e x t S i g n e r C o r r e c t i o n O S - C F I - S U G - 0 0

D e s c r i p t i o n

CpiContext::new_with_signerCpiContext::new_with_signer c r e a t e s t h e c o n t e x t f o r c r o s s - p r o g r a m i n v o c a t i o n . T h i s m e t h o d i s
t y p i c a l l y u s e d w h e n a p r o g r a m e x p e c t s a s i g n e d i n v o c a t i o n , i n c l u d i n g t h e a c c o u n t ’s s e e d s f o r s i g n a t u r e

v e r i f i c a t i o n .

R e m e d i a t i o n

I n depositdeposit a n d set_serviceset_service i n s t r u c t i o n s , u t i l i z i n g CpiContext::newCpiContext::new t o c a l l set_stakeset_stake i s m o r e
a p p r o p r i a t e a n d s i m p l i f i e s t h e c o n t e x t c r e a t i o n .
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C o m p o s a b l e F i n a n c e A u d i t 0 5 — G e n e r a l F i n d i n g s

E n f o r c e M a n d a t o r y S e r v i c e A s s i g n m e n t O S - C F I - S U G - 0 1

D e s c r i p t i o n

W h i l e h a n d l i n g t h e vault_params.servicevault_params.service f i e l d i n depositdeposit , c u r r e n t l y , i t i s d e f i n e d a s

Option<Service>Option<Service> , a l l o w i n g i t t o b e e i t h e r Some(Service)Some(Service) o r NoneNone . T h e l o g i c i n depositdeposit

u t i l i z e s t h i s o p t i o n t o c o n d i t i o n a l l y s e t t h e vault_params.servicevault_params.service b a s e d o n

guest_chain_program_id.is_someguest_chain_program_id.is_some .

> _ r e s t a k i n g / p r o g r a m s / r e s t a k i n g / s r c / l i b . r s r u s t

pub fn deposit<'a, 'info>(
ctx: Context<'a, 'a, 'a, 'info, Deposit<'info>>,
service: Option<Service>,
amount: u64,

) -> Result<()> {
[...]

}

H o w e v e r , t h e i s s u e a r i s e s f r o m t h e f a c t t h a t e v e n i f guest_chain_program_idguest_chain_program_id i s SomeSome , i n d i c a t i n g

t h e g u e s t c h a i n i s i n i t i a l i z e d , t h e s e r v i c e m a y s t i l l b e s e t t o NoneNone . T h i s i s d u e t o t h e o p t i o n a l i t y o f t h e
ServiceService t y p e . U s e r s m a y s e t vault_params.servicevault_params.service t o NoneNone e v e n a f t e r i n i t i a l i z i n g t h e c h a i n ,
w h i c h c o u l d u n d e r m i n e t h e i n t e n d e d b e h a v i o r o f t h e l o g i c .

R e m e d i a t i o n

C h a n g e t h e t y p e o f vault_params.servicevault_params.service f r o m Option<Service>Option<Service> t o j u s t ServiceService . T h i s
m o d i f i c a t i o n e n s u r e s t h a t a v a l i d S e r v i c e m u s t a l w a y s b e p r o v i d e d o n c e t h e g u e s t c h a i n i s i n i t i a l i z e d .
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C o m p o s a b l e F i n a n c e A u d i t 0 5 — G e n e r a l F i n d i n g s

M i s s i n g C o n s t r a i n t O S - C F I - S U G - 0 2

*

D e s c r i p t i o n

I n ClaimClaim , t h e r e i s a has_onehas_one c o n s t r a i n t f o r t h e rewards_token_mintrewards_token_mint f i e l d i n t h e staking_paramsstaking_params

a c c o u n t . T h i s c o n s t r a i n t e n s u r e s a o n e - t o - o n e r e l a t i o n s h i p b e t w e e n t h e staking_paramsstaking_params a c c o u n t a n d

t h e a s s o c i a t e d rewards_token_mintrewards_token_mint . H o w e v e r , WithdrawWithdraw l a c k s t h i s c o n s t r a i n t .

R e m e d i a t i o n

E x t e n d t h i s c o n s t r a i n t t o WithdrawWithdraw , t o m a i n t a i n t h e c o n s i s t e n c y i n t h e c o d e b a s e .
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C o m p o s a b l e F i n a n c e A u d i t 0 5 — G e n e r a l F i n d i n g s

C o d e O p t i m i z a t i o n O S - C F I - S U G - 0 3

D e s c r i p t i o n

T h e r e i s u n n e c e s s a r y s i g n i n g a n d s e e d u s a g e i n c e r t a i n token::transfertoken::transfer a n d burn_nftburn_nft f u n c t i o n

c a l l s . S p e c i f i c a l l y , i n depositdeposit , c a l l s t o token::transfertoken::transfer d o n o t r e q u i r e s e e d s o r a s i g n e d i n v o c a t i o n .

I n WithdrawWithdraw , t h e r e i s a c a l l t o burn_nftburn_nft , w h i c h a l s o d o e s n o t r e q u i r e a s i g n e d i n v o c a t i o n — r e s u l t i n g
i n u n n e c e s s a r y s i g n i n g a n d s e e d u s a g e a f f e c t i n g t h e c o d e ’s e f f i c i e n c y .

R e m e d i a t i o n

M o d i f y token::transfertoken::transfer a n d burn_nftburn_nft t o h a n d l e b o t h s i g n e d a n d u n s i g n e d i n v o c a t i o n s . T h i s m a y
b e a c h i e v e d b y i n t r o d u c i n g a b o o l e a n a r g u m e n t o r c h e c k i n g t h e s e e d s ’ l e n g t h .
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A — V u l n e r a b i l i t y R a t i n g S c a l e

W e r a t e d o u r f i n d i n g s a c c o r d i n g t o t h e f o l l o w i n g s c a l e . V u l n e r a b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s .

I n f o r m a t i o n a l f i n d i n g s m a y b e f o u n d i n t h e G e n e r a l F i n d i n g s .

C R I T I C A LC R I T I C A L V u l n e r a b i l i t i e s t h a t i m m e d i a t e l y r e s u l t i n a l o s s o f u s e r f u n d s w i t h m i n i m a l p r e c o n d i t i o n s .

E x a m p l e s :

• M i s c o n f i g u r e d a u t h o r i t y o r a c c e s s c o n t r o l v a l i d a t i o n .

• I m p r o p e r l y d e s i g n e d e c o n o m i c i n c e n t i v e s l e a d i n g t o l o s s o f f u n d s .

H I G HH I G H
V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n a l o s s o f u s e r f u n d s b u t a r e p o t e n t i a l l y d i f f i c u l t t o e x p l o i t .

E x a m p l e s :

• L o s s o f f u n d s r e q u i r i n g s p e c i f i c v i c t i m i n t e r a c t i o n s .

• E x p l o i t a t i o n i n v o l v i n g h i g h c a p i t a l r e q u i r e m e n t w i t h r e s p e c t t o p a y o u t .

M E D I U MM E D I U M V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n d e n i a l o f s e r v i c e s c e n a r i o s o r d e g r a d e d u s a b i l i t y .

E x a m p l e s :

• C o m p u t a t i o n a l l i m i t e x h a u s t i o n t h r o u g h m a l i c i o u s i n p u t .

• F o r c e d e x c e p t i o n s i n t h e n o r m a l u s e r f l o w .

L O WL O W L o w p r o b a b i l i t y v u l n e r a b i l i t i e s , w h i c h a r e s t i l l e x p l o i t a b l e b u t r e q u i r e e x t e n u a t i n g c i r c u m s t a n c e s

o r u n d u e r i s k .

E x a m p l e s :

• O r a c l e m a n i p u l a t i o n w i t h l a r g e c a p i t a l r e q u i r e m e n t s a n d m u l t i p l e t r a n s a c t i o n s .

I N F OI N F O B e s t p r a c t i c e s t o m i t i g a t e f u t u r e s e c u r i t y r i s k s . T h e s e a r e c l a s s i f i e d a s g e n e r a l f i n d i n g s .

E x a m p l e s :

• E x p l i c i t a s s e r t i o n o f c r i t i c a l i n t e r n a l i n v a r i a n t s .

• I m p r o v e d i n p u t v a l i d a t i o n .
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B — P r o c e d u r e

A s p a r t o f o u r s t a n d a r d a u d i t i n g p r o c e d u r e , w e s p l i t o u r a n a l y s i s i n t o t w o m a i n s e c t i o n s : d e s i g n a n d

i m p l e m e n t a t i o n .

W h e n a u d i t i n g t h e d e s i g n o f a p r o g r a m , w e a i m t o e n s u r e t h a t t h e o v e r a l l e c o n o m i c a r c h i t e c t u r e i s s o u n d

i n t h e c o n t e x t o f a n o n - c h a i n p r o g r a m . I n o t h e r w o r d s , t h e r e i s n o w a y t o s t e a l f u n d s o r d e n y s e r v i c e ,

i g n o r i n g a n y c h a i n - s p e c i f i c q u i r k s . T h i s u s u a l l y r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e p r o g r a m ’s i n t e r n a l

i n t e r a c t i o n s , p o t e n t i a l g a m e t h e o r y i m p l i c a t i o n s , a n d g e n e r a l o n - c h a i n e x e c u t i o n p r i m i t i v e s .

O n e e x a m p l e o f a d e s i g n v u l n e r a b i l i t y w o u l d b e a n o n - c h a i n o r a c l e t h a t c o u l d b e m a n i p u l a t e d b y f l a s h

l o a n s o r l a r g e d e p o s i t s . S u c h a d e s i g n w o u l d g e n e r a l l y b e u n s o u n d r e g a r d l e s s o f w h i c h c h a i n t h e o r a c l e i s

d e p l o y e d o n .

O n t h e o t h e r h a n d , a u d i t i n g t h e p r o g r a m ’s i m p l e m e n t a t i o n r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e c h a i n ’s

e x e c u t i o n m o d e l . W h i l e t h i s v a r i e s f r o m c h a i n t o c h a i n , s o m e c o m m o n i m p l e m e n t a t i o n v u l n e r a b i l i t i e s

i n c l u d e r e e n t r a n c y , a c c o u n t o w n e r s h i p i s s u e s , a r i t h m e t i c o v e r f l o w s , a n d r o u n d i n g b u g s .

A s a g e n e r a l r u l e o f t h u m b , i m p l e m e n t a t i o n v u l n e r a b i l i t i e s t e n d t o b e m o r e “ c h e c k l i s t ” s t y l e . I n c o n t r a s t ,

d e s i g n v u l n e r a b i l i t i e s r e q u i r e a s t r o n g u n d e r s t a n d i n g o f t h e u n d e r l y i n g s y s t e m a n d t h e v a r i o u s i n t e r a c t i o n s :

b o t h w i t h t h e u s e r a n d c r o s s - p r o g r a m .

A s w e a p p r o a c h a n y n e w t a r g e t , w e s t r i v e t o c o m p r e h e n s i v e l y u n d e r s t a n d t h e p r o g r a m f i r s t . I n o u r a u d i t s ,

w e a l w a y s a p p r o a c h t a r g e t s w i t h a t e a m o f a u d i t o r s . T h i s a l l o w s u s t o s h a r e t h o u g h t s a n d c o l l a b o r a t e ,

p i c k i n g u p o n d e t a i l s t h a t t h e o t h e r m i s s e d .

W h i l e s o m e t i m e s t h e l i n e b e t w e e n d e s i g n a n d i m p l e m e n t a t i o n c a n b e b l u r r y , w e h o p e t h i s g i v e s s o m e

i n s i g h t i n t o o u r a u d i t i n g p r o c e d u r e a n d t h o u g h t p r o c e s s .
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