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0 1 — E x e c u t i v e S u m m a r y

Overview

S w i t c h b o a r d e n g a g e d O t t e r S e c t o a s s e s s t h e on-demandon-demand p r o g r a m . T h i s a s s e s s m e n t w a s c o n d u c t e d
b e t w e e n M a y 2 7 t h a n d A u g u s t 8 t h , 2 0 2 4 . F o r m o r e i n f o r m a t i o n o n o u r a u d i t i n g m e t h o d o l o g y , r e f e r t o

A p p e n d i x B .

Key Findings

W e p r o d u c e d 2 3 f i n d i n g s t h r o u g h o u t t h i s a u d i t e n g a g e m e n t .

I n p a r t i c u l a r , w e i d e n t i f i e d s e v e r a l c r i t i c a l v u l n e r a b i l i t i e s , i n c l u d i n g t h e d i s c a r d i n g o f e r r o r s f r o m a u t h o r i t y

a n d a c c e s s c o n t r o l c h e c k s , a l l o w i n g u n a u t h o r i z e d u s e r s t o c h a n g e p e r m i s s i o n s o n a n y o r a c l e o r p u l l f e e d

a c c o u n t ( O S - S V B - A D V - 0 0 ) .

M o r e o v e r , a n o r a c l e ’s d e l e g a t i o n p o o l i s n o t a d d e d t o i t s c o r r e s p o n d i n g d e l e g a t i o n g r o u p w i t h i n t h e

p r o g r a m s t a t e , w h i c h p r e v e n t s p r o p e r e p o c h a d v a n c e m e n t a n d r e w a r d d i s t r i b u t i o n ( O S - S V B - A D V - 0 1 ) .

W e a l s o m a d e r e c o m m e n d a t i o n s a r o u n d m o d i f i c a t i o n s t o t h e c o d e b a s e f o r i m p r o v e d e f f i c i e n c y ( O S - S V B -

S U G - 0 4 ) a n d s u g g e s t e d t h e n e e d t o e n s u r e a d h e r e n c e t o c o d i n g b e s t p r a c t i c e s ( O S - S V B - S U G - 0 5 ) .

A d d i t i o n a l l y , w e a d v i s e d t h e r e m o v a l o f u n u t i l i z e d a n d r e d u n d a n t c o d e w i t h i n t h e s y s t e m f o r i n c r e a s e d

r e a d a b i l i t y ( O S - S V B - S U G - 0 6 , O S - S V B - S U G - 0 7 ) , a n d r e c o m m e n d e d i m p l e m e n t i n g a t w o - s t e p p r o c e s s t o

c h a n g e t h e a u t h o r i t y o f t h e s t a t e , q u e u e , o r a c l e , a n d p u l l f e e d a c c o u n t s ( O S - S V B - S U G - 0 0 ) .

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 3 / 3 9



0 2 — S c o p e

T h e s o u r c e c o d e w a s d e l i v e r e d t o u s i n a G i t r e p o s i t o r y a t h t t p s : / / g i t h u b . c o m / s w i t c h b o a r d - x y z / s b v 3 . T h i s

a u d i t w a s p e r f o r m e d a g a i n s t c o m m i t 9 0 5 f 4 4 2 .

A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :A b r i e f d e s c r i p t i o n o f t h e p r o g r a m s i s a s f o l l o w s :

N a m eN a m e D e s c r i p t i o nD e s c r i p t i o n

o n - d e m a n d

B u i l t t o s u p p o r t h i g h - f i d e l i t y f i n a n c i a l s y s t e m s , w h e r e u s e r s c a n s p e c -

i f y h o w d a t a i s i n g e s t e d a n d t r a n s f o r m e d f r o m o n - c h a i n o r o f f - c h a i n

s o u r c e s .
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0 3 — F i n d i n g s

O v e r a l l , w e r e p o r t e d 2 3 f i n d i n g s .

W e s p l i t t h e f i n d i n g s i n t o v u l n e r a b i l i t i e s a n d g e n e r a l f i n d i n g s . V u l n e r a b i l i t i e s h a v e a n i m m e d i a t e i m p a c t

a n d s h o u l d b e r e m e d i a t e d a s s o o n a s p o s s i b l e . G e n e r a l f i n d i n g s d o n o t h a v e a n i m m e d i a t e i m p a c t b u t w i l l

a i d i n m i t i g a t i n g f u t u r e v u l n e r a b i l i t i e s .

S e v e r i t y C o u n t

C R I T I C A LC R I T I C A L 1

H I G HH I G H 8

M E D I U MM E D I U M 2

L O WL O W 3

I N F OI N F O 9
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0 4 — V u l n e r a b i l i t i e s

H e r e , w e p r e s e n t a t e c h n i c a l a n a l y s i s o f t h e v u l n e r a b i l i t i e s w e i d e n t i f i e d d u r i n g o u r a u d i t . T h e s e v u l n e r a -

b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s , a n d w e r e c o m m e n d r e m e d i a t i o n a s s o o n a s p o s s i b l e .

R a t i n g c r i t e r i a c a n b e f o u n d i n A p p e n d i x A .

I DI D S e v e r i t yS e v e r i t y S t a t u sS t a t u s D e s c r i p t i o nD e s c r i p t i o n

O S - S V B - A D V - 0 0 C R I T I C A LC R I T I C A L R E S O L V E DR E S O L V E D

derive_any_permissionedderive_any_permissioned d i s c a r d s e r r o r s f r o m
a u t h o r i t y a n d a c c e s s c o n t r o l c h e c k s , a l l o w i n g u n a u -

t h o r i z e d u s e r s t o c h a n g e p e r m i s s i o n s o n a n y o r a c l e

o r p u l l f e e d a c c o u n t .

O S - S V B - A D V - 0 1 H I G HH I G H R E S O L V E DR E S O L V E D

A n o r a c l e ’s d e l e g a t i o n p o o l i s n o t a d d e d t o i t s c o r r e -

s p o n d i n g d e l e g a t i o n g r o u p w i t h i n t h e p r o g r a m s t a t e ,

p r e v e n t i n g p r o p e r e p o c h a d v a n c e m e n t a n d r e w a r d

d i s t r i b u t i o n .

O S - S V B - A D V - 0 2 H I G HH I G H R E S O L V E DR E S O L V E D

T h e rewardreward c a l c u l a t i o n i n OracleHeartbeatOracleHeartbeat a l l o w s
o r a c l e s t o r e c e i v e m a x i m u m r e w a r d s e v e n w i t h a z e r o

rewardreward s c o r e , a n d o r a c l e s r e c e i v e n o rewardreward i f
t h e i r reward_scorereward_score e x c e e d s t h e slash_scoreslash_score .

O S - S V B - A D V - 0 3 H I G HH I G H R E S O L V E DR E S O L V E D

OracleHeartbeatOracleHeartbeat i n s t r u c t i o n p a s s e s t h e w r o n g

a c c o u n t ( oracleoracle i n s t e a d o f oracle_statsoracle_stats ) t o
DelegationPoolCpi::advance_epochDelegationPoolCpi::advance_epoch , r e s u l t i n g
i n i n c o r r e c t e p o c h a d v a n c e m e n t .

O S - S V B - A D V - 0 4 H I G HH I G H R E S O L V E DR E S O L V E D

maybe_execute_stake_rewardsmaybe_execute_stake_rewards u t i l i z e s t h e w r o n g
r e w a r d e s c r o w a c c o u n t i n t h e OracleHeartbeatOracleHeartbeat
i n s t r u c t i o n ’s r e w a r d d i s t r i b u t i o n l o g i c .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

O S - S V B - A D V - 0 5 H I G HH I G H R E S O L V E DR E S O L V E D

M a l i c i o u s u s e r s m a y d i s r u p t g e n u i n e u s e r s b y r e p e a t -

e d l y c a l l i n g t h e c o m m i t i n s t r u c t i o n . T h e r e i s a l s o a r i s k

o f m a n i p u l a t i n g o u t c o m e s b y c a l l i n g c o m m i t , f e t c h i n g

s i g n a t u r e s , a n d r e v e a l i n g u n t i l a d e s i r e d o u t c o m e i s

a c h i e v e d .

O S - S V B - A D V - 0 6 H I G HH I G H R E S O L V E DR E S O L V E D

T h e p u l l f e e d i n s t r u c t i o n s e x p e c t r e s p o n s e s f r o m o r a -

c l e s t h a t a r e p a r t o f t h e s a m e q u e u e a s t h e p u l l f e e d

b e i n g u p d a t e d . T h e y u p d a t e t h e o r a c l e s w i t h a n e w

h e a r t b e a t t i m e s t a m p r e g a r d l e s s o f w h e t h e r t h e i r s u b -

m i s s i o n s a r e v a l i d .

O S - S V B - A D V - 0 7 H I G HH I G H R E S O L V E DR E S O L V E D

PullFeedSubmitResponseV2PullFeedSubmitResponseV2 a n d

PullFeedSubmitResponsePullFeedSubmitResponse i n s t r u c t i o n d o e s

n o t v e r i f y t h e offsetoffset f i e l d i n o r a c l e s i g n a t u r e s ,

a l l o w i n g u s e r s t o s e t i t a r b i t r a r i l y .

O S - S V B - A D V - 0 8 H I G HH I G H R E S O L V E DR E S O L V E D

T h e OracleSetConfigsOracleSetConfigs i n s t r u c t i o n a l l o w s t h e o r a -

c l e a u t h o r i t y t o c h a n g e t h e secp256k1_signersecp256k1_signer k e y ,
u n d e r m i n i n g t h e i n t e g r i t y o f t h e v e r i f i c a t i o n p r o c e s s ,

a s t h e u p d a t e d k e y m a y i n v a l i d a t e p r e v i o u s v e r i f i c a -

t i o n s .

O S - S V B - A D V - 0 9 M E D I U MM E D I U M R E S O L V E DR E S O L V E D

I n t h e RandomnessRevealRandomnessReveal i n s t r u c t i o n , t h e v a l i d i t y
o f t h e s e c p 2 5 6 k 1 k e y i s n o t c h e c k e d a g a i n s t t h e c u r -

r e n t t i m e s t a m p . T h i s o v e r s i g h t a l l o w s s i g n a t u r e s f r o m

e x p i r e d o r a c l e s t o b e u t i l i z e d .

O S - S V B - A D V - 1 0 M E D I U MM E D I U M R E S O L V E DR E S O L V E D

T h e RandomnessCommitRandomnessCommit i n s t r u c t i o n d o e s n o t e n s u r e
t h a t t h e oracleoracle a c c o u n t p a s s e d i s t h e s a m e a s t h e
oracleoracle k e y s t o r e d i n randomness.oraclerandomness.oracle .

O S - S V B - A D V - 1 1 L O WL O W R E S O L V E DR E S O L V E D

OracleInitOracleInit u t i l i z e s t h e

address_lookup_table_programaddress_lookup_table_program i n s t e a d o f

t h e stake_programstake_program a s t h e p r o g r a m I D w h e n f i n d i n g

t h e P D A a d d r e s s f o r t h e delegation_groupdelegation_group .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

O S - S V B - A D V - 1 2 L O WL O W R E S O L V E DR E S O L V E D

parse_remaining_accountsparse_remaining_accounts c o n t i n u e s i t e r a t i n g

a f t e r a d d i n g a c c o u n t s t o t h e other_accountsother_accounts l i s t ,
t h r o w i n g a n e r r o r w h e n t h i s a c c o u n t i s i n c o r r e c t l y

p r o c e s s e d a s o r a c l e s t a t s a c c o u n t .

O S - S V B - A D V - 1 3 L O WL O W R E S O L V E DR E S O L V E D

I n c o r r e c t e r r o r h a n d l i n g i n t h e

QueueInitDelegationGroupQueueInitDelegationGroup i n s t r u c t i o n d u e

t o e r r o r p r o p a g a t i o n .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

B y p a s s O f A u t h o r i t y / A c c e s s C o n t r o l C h e c k s CRITICALCRITICAL O S - S V B - A D V - 0 0

D e s c r i p t i o n

T h e v u l n e r a b i l i t y i n PermissionSetPermissionSet i n s t r u c t i o n a r i s e s f r o m h o w e r r o r s a r e h a n d l e d w i t h i n
derive_any_permissionedderive_any_permissioned . derive_any_permissionedderive_any_permissioned c a l l s

derive_permissioned::<OracleAccountData, _>derive_permissioned::<OracleAccountData, _> a n d
derive_permissioned::<PullFeedAccountData, _>derive_permissioned::<PullFeedAccountData, _> , b u t i t i m m e d i a t e l y d i s c a r d s a n y e r r o r s v i a
ok()ok() .

> _ p e r m i s s i o n / p e r m i s s i o n _ s e t _ a c t i o n . r s r u s t

fn derive_any_permissioned<'a, F>(account: &'a AccountInfo<'a>, f: F) -> Result<()>
where

F: Fn(&mut dyn Permissioned) -> Result<()>,
{

derive_permissioned::<OracleAccountData, _>(account, &f).ok();
derive_permissioned::<PullFeedAccountData, _>(account, &f).ok();
Ok(())

}

I n t h e c l o s u r e p a s s e d t o derive_any_permissionedderive_any_permissioned , c h e c k s o n t h e g r a n t e r ’s a u t h o r i t y a n d a c c e s s
c o n t r o l c h e c k s a r e p e r f o r m e d . H o w e v e r , s i n c e a n y e r r o r s f r o m derive_any_permissionedderive_any_permissioned a r e d i s c a r d e d ,
t h e s e c h e c k s m a y b e b y p a s s e d . A s a r e s u l t , a n y e n t i t y m a y c h a n g e p e r m i s s i o n s o n a n y o r a c l e o r p u l l f e e d

a c c o u n t . T h i s w i l l r e s u l t i n u n a u t h o r i z e d e n t i t i e s g a i n i n g c o n t r o l o v e r o r a c l e s a n d p u l l f e e d s , c o m p r o m i s i n g

t h e s y s t e m ’s i n t e g r i t y a n d s e c u r i t y .

R e m e d i a t i o n

E n s u r e t h e e r r o r s a r e n o t d i s c a r d e d i n derive_any_permissionedderive_any_permissioned . I n s t e a d , t h e y s h o u l d b e p r o p e r l y
p r o p a g a t e d b a c k t o t h e c a l l e r .

P a t c h

R e s o l v e d i n 6 e d 2 9 4 e .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

F a i l u r e T o A d d D e l e g a t i o n P o o l T o T h e D e l e g a t i o n G r o u p HIGHHIGH O S - S V B - A D V - 0 1

D e s c r i p t i o n

T h e d e l e g a t i o n p o o l o f a n o r a c l e i s c u r r e n t l y n o t a d d e d t o t h e d e l e g a t i o n g r o u p o f i t s q u e u e w i t h i n t h e

p r o g r a m s t a t e . T h e d e l e g a t i o n g r o u p t r a c k s e p o c h s a n d i s c r u c i a l f o r m a n a g i n g e p o c h - b a s e d o p e r a t i o n s

s u c h a s r e w a r d d i s t r i b u t i o n . I f a n o r a c l e ’s d e l e g a t i o n p o o l i s n o t l i n k e d t o i t s d e l e g a t i o n g r o u p , i t w i l l

p r e v e n t t h e d e l e g a t i o n g r o u p f r o m a d v a n c i n g e p o c h s a s e x p e c t e d . S i n c e e p o c h a d v a n c e m e n t i s d i r e c t l y

t i e d t o r e w a r d d i s t r i b u t i o n m e c h a n i s m s , i t a l s o p r e v e n t s r e w a r d d i s t r i b u t i o n i n t h e OracleHeartbeatOracleHeartbeat
i n s t r u c t i o n .

R e m e d i a t i o n

E n s u r e t o a d d t h e d e l e g a t i o n p o o l o f a n o r a c l e t o t h e d e l e g a t i o n g r o u p o f i n i t s q u e u e .

P a t c h

R e s o l v e d i n f 3 a 0 7 3 3 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

F l a w e d I m p l e m e n t a t i o n o f R e w a r d S c o r e C a l c u l a t i o n HIGHHIGH O S - S V B - A D V - 0 2

D e s c r i p t i o n

T h e v u l n e r a b i l i t y i n t h e OracleHeartbeatOracleHeartbeat i n s t r u c t i o n s t e m s f r o m t h e i n c o r r e c t d e s i g n o f t h e r e w a r d
c a l c u l a t i o n , s p e c i f i c a l l y i n t h e w a y i t h a n d l e s t h e r e l a t i o n s h i p b e t w e e n reward_scorereward_score a n d slash_scoreslash_score
. T h e c u r r e n t i m p l e m e n t a t i o n o f t h e f o r m u l a f o r rewardreward c a l c u l a t i o n i s s u c h t h a t t h e f i n a l rewardreward i s
p r o p o r t i o n a l t o slash_scoreslash_score a n d i n v e r s e l y p r o p o r t i o n a l t o reward_scorereward_score . T h i s i s c o u n t e r i n t u i t i v e z x
a h i g h e r slash_scoreslash_score s h o u l d r e s u l t i n a l o w e r rewardreward , b u t i n s t e a d , i t i n c r e a s e s t h e rewardreward .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn calculate_slash(stats: &OracleStatsAccountData, reward: u64) -> u64 {
let slash_score = stats.finalized_epoch.slash_score;
if slash_score == 0 {

return 0;
}
let reward_score = stats.finalized_epoch.reward_score;
Decimal::from(reward)

.saturating_mul(reward_score.into())

.checked_div(slash_score.into())

.unwrap()

.to_u64()

.unwrap_or(0)
}

A s a r e s u l t , O r a c l e s t h a t a r e s u p p o s e d t o b e p e n a l i z e d ( w i t h a h i g h slash_scoreslash_score ) w i l l e n d u p r e c e i v i n g
h i g h e r r e w a r d s , w h i c h i s t h e o p p o s i t e o f t h e i n t e n d e d e f f e c t . F u r t h e r m o r e , I f reward_score = 0reward_score = 0 , t h e
f o r m u l a s i m p l i f i e s t o reward = rewardreward = reward . T h i s i m p l i e s t h e o r a c l e w o u l d r e c e i v e t h e m a x i m u m rewardreward e v e n
i f i t d i d n o t p e r f o r m a n y a t t e s t a t i o n s , w h i c h i s a s e v e r e f l a w . I d e a l l y , a n o r a c l e w i t h reward_score = 0reward_score = 0
s h o u l d r e c e i v e n o rewardreward , a s i t i n d i c a t e s a c o m p l e t e l a c k o f p a r t i c i p a t i o n . T h u s , M a l i c i o u s o r a c l e s m a y
e x p l o i t t h i s f l a w b y n o t p e r f o r m i n g a n y a t t e s t a t i o n s ( r e s u l t i n g i n reward_score = 0reward_score = 0 ) a n d s t i l l r e c e i v e
f u l l r e w a r d s , c o m p r o m i s i n g t h e s e c u r i t y a n d r e l i a b i l i t y o f t h e e n t i r e n e t w o r k .

R e m e d i a t i o n

U p d a t e t h e r e w a r d s c a l c u a l t i o n t o e n s u r e t h a t t o e n s u r e t h a t a h i g h e r reward_scorereward_score r e s u l t s i n a h i g h e r
rewardreward , a n d a h i g h e r

P a t c h

R e s o l v e d i n b b 5 9 7 e c .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

I m p r o p e r A c c o u n t U t i l i z a t i o n F o r E p o c h A d v a n c e m e n t HIGHHIGH O S - S V B - A D V - 0 3

D e s c r i p t i o n

I n OracleHeartbeatOracleHeartbeat , actuateactuate c a l l s advance_epochadvance_epoch t o s y n c h r o n i z e e p o c h a d v a n c e m e n t s a n d
r e l a t e d s t a t e c h a n g e s a c r o s s t h e p r o g r a m a c c o u n t s i n v o l v e d i n s t a k i n g a n d d e l e g a t i o n . H o w e v e r , t h e

oracleoracle a c c o u n t i s p a s s e d a s a n a r g u m e n t t o advance_epochadvance_epoch

( ctx.accounts.oracle.to_account_info()ctx.accounts.oracle.to_account_info() ) i n s t e a d o f t h e oracle_statsoracle_stats a c c o u n t .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn actuate(
ctx: &Context<Self>,
params: &OracleHeartbeatParams,
remaining_accounts: &RemainingAccounts<'info>,

) -> Result<()> {
[...]
let advance_epoch_res = DelegationPoolCpi::advance_epoch(

ctx.accounts.stake_program.to_account_info(),
ctx.accounts.delegation_pool.to_account_info(),
ctx.accounts.queue_escrow.to_account_info(),
ctx.accounts.queue.to_account_info(),
ctx.accounts.delegation_group.to_account_info(),
ctx.accounts.oracle.to_account_info(),

);
[...]

}

advance_epochadvance_epoch e x p e c t s t o u p d a t e a n d s y n c h r o n i z e e p o c h - r e l a t e d s t a t e i n f o r m a t i o n . B y p a s s i n g

ctx.accounts.oraclectx.accounts.oracle i n s t e a d o f ctx.accounts.oracle_statsctx.accounts.oracle_stats , t h e w r o n g current_epoch.idcurrent_epoch.id
w i l l b e c o n s i d e r e d i n t h e s t a k i n g p r o g r a m , r e s u l t i n g i n i n c o r r e c t e p o c h t r a n s i t i o n s a n d m i s a l l o c a t i o n o f

r e w a r d s i n t e n d e d f o r s p e c i f i c e p o c h s .

R e m e d i a t i o n

E n s u r e t o p a s s t h e oracle_statsoracle_stats a c c o u n t t o advance_epochadvance_epoch .

P a t c h

R e s o l v e d i n 6 e d 2 9 4 e .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

A s s i g n m e n t O f I n c o r r e c t R e w a r d E s c r o w HIGHHIGH O S - S V B - A D V - 0 4

D e s c r i p t i o n

T h e v u l n e r a b i l i t y i n maybe_execute_stake_rewardsmaybe_execute_stake_rewards i n OracleHeartbeatOracleHeartbeat i n s t r u c t i o n a r i s e s f r o m

t h e i n c o r r e c t u t i l i z a t i o n o f remaining_accounts.oracle_switch_reward_escrowremaining_accounts.oracle_switch_reward_escrow a s
oracle_wsol_reward_escroworacle_wsol_reward_escrow f o r d i s t r i b u t i n g r e w a r d s .
remaining_accounts.oracle_wsol_reward_escrowremaining_accounts.oracle_wsol_reward_escrow i s t h e c o r r e c t a c c o u n t t h a t s h o u l d b e u t i l i z e d .
T h u s , d u e t o t h e u t i l i z a t i o n o f a n i n c o r r e c t r e w a r d s e s c r o w , t h e o r a c l e ’s WSOLWSOL r e w a r d e s c r o w w i l l f a i l t o
s e t u p p r o p e r l y , a n d n o f u n d s w i l l b e t r a n s f e r r e d , a f f e c t i n g r e w a r d d i s t r i b u t i o n .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn maybe_execute_stake_rewards(
[...]

) -> Result<()> {
[...]
if let Some(oracle_wsol_reward_escrow) = &remaining_accounts.oracle_switch_reward_escrow {

let res = NativeEscrow::spl_transfer(
&ctx.accounts.token_program,
&ctx.accounts.queue_escrow.to_account_info(),
&oracle_wsol_reward_escrow.to_account_info(),
&ctx.accounts.program_state.to_account_info(),
&[&[STATE_SEED, &[state.bump]]],
std::cmp::min(

reward.saturating_sub(slash),
oracle_wsol_reward_escrow.amount,

),
);

[...]
}

}

R e m e d i a t i o n

E n s u r e oracle_wsol_reward_escroworacle_wsol_reward_escrow i s remaining_accounts.oracle_wsol_reward_escrowremaining_accounts.oracle_wsol_reward_escrow
i n s t e a d o f remaining_accounts.oracle_switch_reward_escrowremaining_accounts.oracle_switch_reward_escrow i n

maybe_execute_stake_rewardsmaybe_execute_stake_rewards .

P a t c h

R e s o l v e d i n c 1 5 6 b 8 2 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

I n t e r r u p t i o n s a n d M a n i p u l a t i o n s I n R a n d o m n e s s C o m m i t HIGHHIGH O S - S V B - A D V - 0 5

D e s c r i p t i o n

T h e RandomnessCommitRandomnessCommit i n s t r u c t i o n m a y b e c a l l e d b y a n y o n e a n d e x e c u t e d m u l t i p l e t i m e s . T h i s o p e n s
u p t h e p o s s i b i l i t y f o r a m a l i c i o u s u s e r t o d i s r u p t t h e p r o c e s s f o r a g e n u i n e u s e r . W h e n a g e n u i n e u s e r

i n i t i a t e s a c o i n f l i p a n d c o m m i t s r a n d o m n e s s , t h e y e x p e c t t o u t i l i z e t h e o r a c l e ’s slotslot a n d slothashslothash
f o r t h e i r r e v e a l . A m a l i c i o u s u s e r m a y r e p e a t e d l y c a l l t h e RandomnessCommitRandomnessCommit i n s t r u c t i o n b e t w e e n t h e
g e n u i n e u s e r ’s c o m m i t a n d r e v e a l i n s t r u c t i o n s .

> _ s r c / l i b . r s r u s t

#[access_control(ctx.accounts.validate(&ctx, &params))]
pub fn randomness_commit<'a>(

mut ctx: Ctx<'_, 'a, RandomnessCommit<'a>>,
params: RandomnessCommitParams,

) -> Result<()> {
RandomnessCommit::actuate(&mut ctx, &params)

}

C o n s e q u e n t l y , t h e randomness.oraclerandomness.oracle , randomness.seed_slotrandomness.seed_slot , a n d randomness.seed_slothashrandomness.seed_slothash
v a l u e s w i l l b e u p d a t e d t o t h e l a t e s t v a l u e s . A s a r e s u l t , t h e g e n u i n e u s e r w o u l d n e e d t o f e t c h a n e w

s i g n a t u r e f r o m t h e l a t e s t o r a c l e w i t h t h e l a t e s t slotslot a n d slothashslothash , i n v a l i d a t i n g t h e i r p r o c e s s .

A d d i t i o n a l l y , t h e r e i s a n o t h e r p o t e n t i a l v u l n e r a b i l i t y w h e r e a u s e r m a y m a n i p u l a t e t h e s y s t e m t o g e n e r a t e

a f a v o r a b l e r a n d o m v a l u e . B e f o r e c a l l i n g t h e r e v e a l i n s t r u c t i o n , t h e u s e r m a y r e p e a t e d l y c a l l c o m m i t , f e t c h

s i g n a t u r e , a n d r e v e a l i n s t r u c t i o n s u n t i l a f a v o r a b l e r a n d o m v a l u e i s g e n e r a t e d , e n a b l i n g t h e u s e r t o c a l l t h e

s e t t l e f l i p i n s t r u c t i o n w i t h t h e f a v o r a b l e r a n d o m v a l u e .

R e m e d i a t i o n

R e s t r i c t a n y c a l l s t o t h e RandomnessCommitRandomnessCommit i n s t r u c t i o n i f i t h a s a l r e a d y b e e n c o m m i t t e d a n d h a s n o t
y e t b e e n r e v e a l e d . T h i s e n s u r e s t h a t o n c e a c o m m i t h a s b e e n m a d e , n o f u r t h e r c o m m i t s c a n a l t e r t h e

r a n d o m n e s s u n t i l i t h a s b e e n r e v e a l e d .

A d d i t i o n a l l y , t h e p r o g r a m u t i l i z i n g t h e r a n d o m n e s s f o r t h e c o i n f l i p s h o u l d s t o r e t h e

randomness.seed_slotrandomness.seed_slot d u r i n g t h e c o i n f l i p a n d v e r i f y i t a g a i n s t randomness.seed_slotrandomness.seed_slot d u r i n g t h e
s e t t l e f l i p . T h i s e n s u r e s t h a t t h e r a n d o m n e s s d u r i n g t h e s e t t l e f l i p m a t c h e s t h e r a n d o m n e s s c o m m i t t e d

d u r i n g t h e c o i n f l i p , p r e v e n t i n g a n y m a n i p u l a t i o n b y r e p e a t e d l y c o m m i t t i n g a n d r e v e a l i n g .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

P a t c h

1 . R e s o l v e d i n 9 1 8 7 d 5 c b y r e s t r i c t i n g t h e c a l l s t o RandomnessCommitRandomnessCommit i n s t r u c t i o n a s s u g g e s t e d .

2 . T h e s u g g e s t i o n f o r s t o r i n g t h e s e e d s l o t w a s a c k n o w l e d g e d b y t h e s w i t c h b o a r d t e a m , w h o s t a t e d

t h a t t h i s s h o u l d b e d o n e o n t h e c o n s u m e r p r o g r a m s .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

M i s s i n g O r a c l e C h e c k s I n P u l l F e e d I n s t r u c t i o n s HIGHHIGH O S - S V B - A D V - 0 6

D e s c r i p t i o n

T h e PullFeedSubmitResponseV2PullFeedSubmitResponseV2 , PullFeedSubmitResponsePullFeedSubmitResponse , PullFeedSubmitResponseManyPullFeedSubmitResponseMany ,

a n d PullFeedSubmitResponseManyV2PullFeedSubmitResponseManyV2 i n s t r u c t i o n s e x p e c t r e s p o n s e s f r o m o r a c l e s t h a t a r e p a r t o f t h e
s a m e q u e u e a s t h e p u l l f e e d b e i n g u p d a t e d . O r a c l e s a r e a s s o c i a t e d w i t h s p e c i f i c q u e u e s , a n d a p u l l f e e d ’s

i n t e g r i t y d e p e n d s o n r e s p o n s e s f r o m o r a c l e s w i t h i n i t s d e s i g n a t e d q u e u e . I f t h e c o n t r a c t s d o n o t e n f o r c e

t h a t o r a c l e s m u s t b e f r o m t h e s a m e q u e u e , i t o p e n s t h e d o o r f o r o r a c l e s f r o m o t h e r q u e u e s t o s u b m i t

r e s p o n s e s .

> _ p u l l _ f e e d / p u l l _ f e e d _ s u b m i t _ r e s p o n s e _ a c t i o n _ v 2 . r s r u s t

pub fn actuate(
ctx: &Context<'_, '_, 'info, 'info, PullFeedSubmitResponseV2<'info>>,
params: &PullFeedSubmitResponseParamsV2,
remaining_accounts: &RemainingAccounts<'info>,
to_execute: &[bool],

) -> Result<()> {
[...]
for (idx, submission) in params.submissions.iter().enumerate() {

let slot = params.slot - submission.offset as u64;
let oracle_loader = &remaining_accounts.oracles[idx];
if let Ok(mut oracle) = oracle_loader.load_mut() {

msg!("Registering heartbeat for oracle {}", oracle_loader.key());
oracle.last_heartbeat = clock.unix_timestamp;

}
[...]

}
[...]

}

F u r t h e r m o r e , t h e s e i n s t r u c t i o n s u p d a t e t h e oracle.last_heartbeatoracle.last_heartbeat e v e n w h e n t h e to_executeto_execute
f l a g f o r t h a t o r a c l e i s s e t t o f a l s e . H e n c e , b y j u s t p a s s i n g t h e o r a c l e i n remaining_accountsremaining_accounts , i t w o u l d
b e c o n s i d e r e d a s a h e a r t b e a t e v e n i f t h e s i g n a t u r e f o r t h e p u l l f e e d i s n o t s u b m i t t e d .

R e m e d i a t i o n

E n s u r e t h a t t h e o r a c l e s u b m i t t i n g t h e r e s p o n s e i s a m e m b e r o f t h e s a m e q u e u e a s t h e p u l l f e e d a n d

u p d a t e s t h e h e a r t b e a t o n l y w h e n to_execute[idx]to_execute[idx] i s t r u e .

P a t c h

F i x e d i n a 3 4 b 6 2 0 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

F a i l u r e T o I n c l u d e O f f s e t V a l u e I n S i g n a t u r e V e r i f i c a t i o n HIGHHIGH O S - S V B - A D V - 0 7

D e s c r i p t i o n

I n t h e PullFeedSubmitResponseV2PullFeedSubmitResponseV2 a n d PullFeedSubmitResponsePullFeedSubmitResponse i n s t r u c t i o n s , t h e offsetoffset f i e l d

i s n o t v e r i f i e d i n t h e o r a c l e s i g n a t u r e v e r i f i c a t i o n . S i n c e t h e offsetoffset i s c o n t r o l l e d b y t h e u s e r a n d n o t
v e r i f i e d , a n a t t a c k e r m a y s e t t h e offsetoffset t o a v a l u e t h a t r e t r i e v e s a p r i c e f r o m a m u c h e a r l i e r s l o t . T h i s
a l l o w s a n a t t a c k e r t o s u b m i t a r e s p o n s e t h a t a p p e a r s t o b e f r o m a d i f f e r e n t t i m e t h a n t h e o n e a c t u a l l y

s i g n e d b y t h e o r a c l e , u n d e r m i n i n g t h e d a t a i n t e g r i t y .

R e m e d i a t i o n

I n c o r p o r a t e t h e offsetoffset i n t o t h e m e s s a g e h a s h u s e d f o r s i g n a t u r e v e r i f i c a t i o n o r r e m o v e i t c o m p l e t e l y .

P a t c h

F i x e d i n a 3 4 b 6 2 0 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

A b i l i t y T o U p d a t e S i g n e r K e y HIGHHIGH O S - S V B - A D V - 0 8

D e s c r i p t i o n

I n t h e OracleSetConfigsOracleSetConfigs i n s t r u c t i o n , t h e o r a c l e a u t h o r i t y m a y c h a n g e t h e secp256k1_signersecp256k1_signer o f

t h e e n c l a v e a f t e r v e r i f i c a t i o n . T h e secp256k1_signersecp256k1_signer k e y i s u t i l i z e d t o v e r i f y t h a t t h e s i g n a t u r e o n t h e
q u o t e ( o r a n y r e l a t e d d a t a ) i s v a l i d a n d w a s g e n e r a t e d b y a n a u t h o r i z e d p a r t y . T h e secp256k1_signersecp256k1_signer
k e y m u s t m a t c h t h e k e y u s e d d u r i n g t h e s i g n i n g o f q u o t e s t o e n s u r e t h e i n t e g r i t y a n d a u t h e n t i c i t y o f

t h e o r a c l e ’s d a t a . T h e a b i l i t y t o u p d a t e t h e secp256k1_signersecp256k1_signer k e y u n d e r m i n e s t h e q u o t e v e r i f i c a t i o n ,
w h i c h i n c l u d e s t h i s k e y a s o n e o f t h e p a r a m e t e r s .

R e m e d i a t i o n

D i s a l l o w t h i s f u n c t i o n a l i t y .

P a t c h

R e s o l v e d i n 0 1 0 9 a d 4 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

A c c e p t a n c e O f E x p i r e d S i g n a t u r e s F r o m E x p i r e d O r a c l e s MEDIUMMEDIUM O S - S V B - A D V - 0 9

D e s c r i p t i o n

W h e n t h e RandomnessRevealRandomnessReveal i n s t r u c t i o n i s i n v o k e d , i t u t i l i z e s a s i g n a t u r e g e n e r a t e d b y a n o r a c l e .

H o w e v e r , i f t h e v a l i d i t y o f t h e o r a c l e ’s s e c p 2 5 6 k 1 k e y i s n o t c h e c k e d a g a i n s t t h e c u r r e n t t i m e s t a m p , t h e

s y s t e m m a y a c c e p t s i g n a t u r e s f r o m e x p i r e d o r a c l e s . T h i s a l l o w s a n e x p i r e d o r a c l e , w h i c h s h o u l d n o l o n g e r

b e p a r t o f t h e r a n d o m n e s s g e n e r a t i o n p r o c e s s , t o i n f l u e n c e t h e o u t c o m e , u n d e r m i n i n g t h e i n t e g r i t y a n d

s e c u r i t y o f t h e r a n d o m n e s s g e n e r a t i o n p r o c e s s .

R e m e d i a t i o n

E n s u r e t h a t t h e s e c p 2 5 6 k 1 e x p i r a t i o n v a l u e o f t h e o r a c l e ’s k e y i s g r e a t e r t h a n t h e c u r r e n t t i m e s t a m p . I f t h e

k e y i s e x p i r e d , t h e i n s t r u c t i o n s h o u l d r e j e c t t h e s i g n a t u r e a n d n o t p r o c e e d w i t h t h e r a n d o m n e s s r e v e a l .

P a t c h

T h i s i s s u e w a s a c k n o w l e d g e d b y t h e s w i t c h b o a r d t e a m
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

A b s e n c e O f O r a c l e A c c o u n t V a l i d a t i o n MEDIUMMEDIUM O S - S V B - A D V - 1 0

D e s c r i p t i o n

I n t h e c u r r e n t i m p l e m e n t a t i o n , RandomnessCommitRandomnessCommit i n s t r u c t i o n t a k e s a n oracleoracle a c c o u n t a s a p a r a m e t e r
a n d a l s o r e f e r e n c e s a n oracleoracle k e y s t o r e d i n t h e randomnessrandomness a c c o u n t . H o w e v e r , t h e r e i s n o e x p l i c i t
c h e c k t o e n s u r e t h a t t h e p a s s e d oracleoracle a c c o u n t c o r r e s p o n d s t o t h e oracleoracle k e y s t o r e d i n t h e

r a n d o m n e s s a c c o u n t . T h e oracleoracle a c c o u n t p a s s e d t o t h e i n s t r u c t i o n m a y b e d i f f e r e n t f r o m t h e oracleoracle
k e y s t o r e d i n randomness.oraclerandomness.oracle . T h i s i n c o n s i s t e n c y m a y r e s u l t i n a s i t u a t i o n w h e r e t h e d a t a i n t h e
randomnessrandomness a c c o u n t d o e s n o t m a t c h t h e o r a c l e d a t a b e i n g u t i l i z e d , p o t e n t i a l l y r e s u l t i n g i n i n c o r r e c t
r a n d o m n e s s c o m m i t m e n t s .

> _ r a n d o m n e s s / r a n d o m n e s s _ c o m m i t _ a c t i o n . r s r u s t

pub fn validate(&self, ctx: &Context<Self>, _params: &RandomnessCommitParams) -> Result<()> {
let queue = ctx.accounts.queue.load()?;
if queue.oracle_keys_len == 0 {

return Err(SwitchboardError::QueueIsEmpty.into());
}
let oracle = ctx.accounts.oracle.load()?;
// Ensure the oracle is successfully verified.
if oracle.enclave.verification_status == VerificationStatus::VerificationSuccess as u8 {

// Ensure the oracle key does not expire within the next hour.
if oracle.enclave.valid_until < Clock::get()?.unix_timestamp + 3600 {

return Err(SwitchboardError::RandomnessOracleKeyExpired.into());
}

} else {
return Err(SwitchboardError::InvalidQuote.into());

}
Ok(())

}

R e m e d i a t i o n

A d d a c h e c k t o e n s u r e t h a t t h e oracleoracle a c c o u n t p a s s e d t o t h e i n s t r u c t i o n m a t c h e s t h e oracleoracle k e y
s t o r e d i n t h e randomnessrandomness a c c o u n t . I f t h e d e s i g n i s i n t e n t i o n a l l y n o t t o e n f o r c e t h a t t h e oracleoracle a c c o u n t
m a t c h e s t h e randomness.oraclerandomness.oracle k e y , t h e n s t o r i n g t h e oracleoracle k e y i n t h e randomnessrandomness a c c o u n t
b e c o m e s r e d u n d a n t . I n s t e a d , t h e i n s t r u c t i o n s h o u l d e x p l i c i t l y c h e c k t h a t t h e o r a c l e i s p r e s e n t i n t h e

queue.oracle_keysqueue.oracle_keys .

P a t c h

R e s o l v e d i n b b 5 9 7 e c .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

I n c o r r e c t P D A A d d r e s s C a l c u l a t i o n LOWLOW O S - S V B - A D V - 1 1

D e s c r i p t i o n

W i t h i n OracleInitOracleInit i n s t r u c t i o n i n actuateactuate , Pubkey::find_program_addressPubkey::find_program_address i s u t i l i z e d t o

d e r i v e t h e d e l e g a t i o n g r o u p p r o g r a m - d e r i v e d a d d r e s s ( P D A ) . T h e s e c o n d p a r a m e t e r t o t h i s f u n c t i o n

s h o u l d b e t h e p r o g r a m I D o f t h e p r o g r a m t h a t w i l l m a n a g e t h e p r o g r a m - d e r i v e d a d d r e s s . H o w e v e r ,

&ctx.accounts.address_lookup_table_program.key()&ctx.accounts.address_lookup_table_program.key() i s i n c o r r e c t l y u t i l i z e d a s t h e p r o g r a m I D .
T h e c o r r e c t p r o g r a m I D s h o u l d b e &ctx.accounts.stake_program.key()&ctx.accounts.stake_program.key() . C o n s e q u e n t l y , t h e d e l e -
g a t i o n g r o u p a d d r e s s s t o r e d o n t h e a d d r e s s l o o k u p t a b l e w i l l b e d i f f e r e n t t h a n t h e i n t e n d e d o n e .

R e m e d i a t i o n

E n s u r e t h a t t h e p r o g r a m - d e r i v e d a d d r e s s i s d e r i v e d u t i l i z i n g

&ctx.accounts.stake_program.key()&ctx.accounts.stake_program.key() .

P a t c h

R e s o l v e d i n 6 e d 2 9 4 e .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

D i s c r e p a n c y I n A c c o u n t T y p e H a n d l i n g LOWLOW O S - S V B - A D V - 1 2

D e s c r i p t i o n

I n t h e PullFeedSubmitResponsePullFeedSubmitResponse i n s t r u c t i o n s , t h e r e i s a v u l n e r a b i l i t y i n parse_remaining_accountsparse_remaining_accounts
c o n c e r n i n g t h e i m p r o p e r h a n d l i n g o f a c c o u n t s t h a t a r e n e i t h e r oraclesoracles a c c o u n t s n o r oracle_statsoracle_stats
a c c o u n t s . W h i l e p a r s i n g t h e r e m a i n i n g a c c o u n t s i n parse_remaining_accountsparse_remaining_accounts , o r a c l e a c c o u n t s a n d
o r a c l e s t a t s a c c o u n t s a r e a d d e d t o t h e i r r e s p e c t i v e v e c t o r s . I f a n a c c o u n t i s n e i t h e r a n o r a c l e a c c o u n t n o r

a n o r a c l e s t a t s a c c o u n t , i t i s a d d e d t o t h e other_accountsother_accounts h a s h m a p .

> _ p u l l _ f e e d / p u l l _ f e e d _ s u b m i t _ r e s p o n s e _ a c t i o n . r s r u s t

pub fn parse_remaining_accounts(
ctx: &Context<'_, '_, 'info, 'info, PullFeedSubmitResponse<'info>>,

) -> Result<RemainingAccounts<'info>> {
let mut oracles: Vec<AccountLoader<'info, OracleAccountData>> = Vec::new();
let mut oracle_stats: Vec<AccountLoader<'info, OracleStatsAccountData>> = Vec::new();
let mut other_accounts: HashMap<Pubkey, AccountInfo<'info>> = HashMap::new();
for accnt in ctx.remaining_accounts.iter() {

if let Ok(l) = AccountLoader::try_from(accnt) {
oracles.push(l);

} else {
l[...]
if maybe_stats_loader.is_err() {

msg!("Unknown account type {}", accnt.key());
other_accounts.insert(accnt.key(), accnt.clone());

}
let stats_loader = maybe_stats_loader?;
[...]

}
}
[...]

}

H o w e v e r , a f t e r a d d i n g t h i s a c c o u n t t o t h e other_accountsother_accounts l i s t i n t h e forfor l o o p , t h e l o o p e x e c u -
t i o n c o n t i n u e s w i t h o u t s k i p p i n g f u r t h e r p r o c e s s i n g f o r t h i s a c c o u n t . C o n s e q u e n t l y , o n t h e n e x t l i n e (

maybe_stats_loader?maybe_stats_loader? ) , a n e r r o r w i l l b e t h r o w n s i n c e maybe_stats_loadermaybe_stats_loader i s a n ErrErr , a n d c a l l i n g
?? o n i t w i l l r e s u l t i n a n e r r o r . T h i s e r r o r i s u n i n t e n d e d b e c a u s e t h e a c c o u n t s h o u l d h a v e b e e n h a n d l e d a s
a n other_accountother_account a n d n o t p r o c e s s e d f u r t h e r i n t h e c u r r e n t i t e r a t i o n o f t h e l o o p .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

R e m e d i a t i o n

M o d i f y t h e l o o p i n PullFeedSubmitResponseV2PullFeedSubmitResponseV2 , PullFeedSubmitResponsePullFeedSubmitResponse ,

PullFeedSubmitResponseManyPullFeedSubmitResponseMany , a n d PullFeedSubmitResponseManyV2PullFeedSubmitResponseManyV2 i n s t r u c t i o n s b y a d d i n g a

continuecontinue s t a t e m e n t a f t e r i n s e r t i n g t h e a c c o u n t i n t o other_accountsother_accounts t o s k i p t h e r e s t o f t h e l o o p f o r
n o n - o r a c l e a n d n o n - s t a t s a c c o u n t s .

P a t c h

R e s o l v e d i n c 1 5 6 b 8 2 .
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S w i t c h b o a r d O n c h a i n A u d i t 0 4 — V u l n e r a b i l i t i e s

M i s a l i g n m e n t O f I m p l e m e n t a t i o n W i t h I n t e n d e d A p p r o a c h LOWLOW O S - S V B - A D V - 1 3

D e s c r i p t i o n

I n t h e QueueInitDelegationGroupQueueInitDelegationGroup i n s t r u c t i o n , t h e c o m m e n t f o r DelegationGroupCpi::init_cpiDelegationGroupCpi::init_cpi
i n d i c a t e s a n i n t e n t i o n t o a l l o w t h e f u n c t i o n t o c o n t i n u e e x e c u t i o n e v e n i f a n e r r o r o c c u r s d u r i n g t h e c a l l

( f a i l i n g o p e n ) . T h i s i m p l i e s t h a t e v e n i f t h e i n i t i a l i z a t i o n o f t h e d e l e g a t i o n g r o u p f a i l s , t h e s u b s e q u e n t s t e p s

( e x t e n d i n g t h e LUTLUT ) w i l l s t i l l b e e x e c u t e d . H o w e v e r , t h e c u r r e n t i m p l e m e n t a t i o n d o e s n o t a c h i e v e t h i s
b e c a u s e i t p r o p a g a t e s t h e e r r o r b y u t i l i z i n g t h e ?? o p e r a t o r .

> _ q u e u e / q u e u e _ i n i t _ d e l e g a t i o n _ g r o u p _ a c t i o n . r s r u s t

pub fn actuate(ctx: &Context<Self>, _params: &QueueInitDelegationGroupParams) -> Result<()> {
[...]
// Initentionally allow fail open here to extend the lut with
// the new delegation group and stake accounts
DelegationGroupCpi::init_cpi(

ctx.accounts.stake_program.to_account_info(),
ctx.accounts.payer.to_account_info(),
ctx.accounts.program_state.to_account_info(),
ctx.accounts.delegation_group.to_account_info(),
ctx.accounts.stake_pool.to_account_info(),
ctx.accounts.system_program.to_account_info(),
&ctx.accounts.queue.key(),

)?;
[...]

}

R e m e d i a t i o n

E n s u r e t h e e r r o r f r o m DelegationGroupCpi::init_cpiDelegationGroupCpi::init_cpi i s h a n d l e d e x p l i c i t l y t o a c h i e v e t h e i n t e n d e d
f a i l - o p e n b e h a v i o r , a l l o w i n g t h e f u n c t i o n t o c o n t i n u e e x e c u t i o n e v e n i f a n e r r o r o c c u r s .

P a t c h

R e s o l v e d i n 6 e d 2 9 4 e .
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0 5 — G e n e r a l F i n d i n g s

H e r e , w e p r e s e n t a d i s c u s s i o n o f g e n e r a l f i n d i n g s d u r i n g o u r a u d i t . W h i l e t h e s e f i n d i n g s d o n o t p r e s e n t a n

i m m e d i a t e s e c u r i t y i m p a c t , t h e y r e p r e s e n t a n t i - p a t t e r n s a n d m a y r e s u l t i n s e c u r i t y i s s u e s i n t h e f u t u r e .

I DI D D e s c r i p t i o nD e s c r i p t i o n

O S - S V B - S U G - 0 0

T h e p a t t e r n f o r t h e a s s i g n m e n t o f t h e n e w a u t h o r i t y m a y r e s u l t i n t h e l o s s

o f c o n t r o l o v e r s p e c i f i c a c c o u n t s .

O S - S V B - S U G - 0 1

T h e m e s s a g e l o g g e d w h e n DelegationPoolCpi::init_cpiDelegationPoolCpi::init_cpi f a i l s s u g -
g e s t s t h a t t h e d e l e g a t i o n p o o l a l r e a d y e x i s t s , w h i c h i s i n c o r r e c t a n d m i s -

l e a d i n g .

O S - S V B - S U G - 0 2

H i g h l i g h t i n g i n c o n s i s t e n c i e s i n t h e g a r b a g e c o l l e c t i o n p r o c e s s w i t h i n t h e

OracleHeartbeatOracleHeartbeat a n d QueueGarbageCollectQueueGarbageCollect i n s t r u c t i o n s .

O S - S V B - S U G - 0 3

LutExtendCpi::invokeLutExtendCpi::invoke r e v e r t s i n c a s e t h e

LOOKUP_TABLE_MAX_ADDRESSESLOOKUP_TABLE_MAX_ADDRESSES l i m i t i s r e a c h e d , r e s u l t i n g i n a p o s s i b l e
d e n i a l - o f - s e r v i c e s c e n a r i o .

O S - S V B - S U G - 0 4

R e c o m m e n d a t i o n f o r m o d i f y i n g t h e c o d e b a s e f o r i m p r o v e d e f f i c i e n c y a n d

f o r i n c l u s i o n o f m i s s i n g v a l i d a t i o n s .

O S - S V B - S U G - 0 5

S u g g e s t i o n s r e g a r d i n g i n c o n s i s t e n c i e s i n t h e c o d e b a s e a n d e n s u r i n g a d h e r -

e n c e t o c o d i n g b e s t p r a c t i c e s .

O S - S V B - S U G - 0 6

M u l t i p l e c a s e s o f d e a d o r i r r e l e v a n t c o d e a r e p r e s e n t w i t h i n t h e p r o t o c o l ,

w h i c h m a y b e r e m o v e d f o r i m p r o v e d c l a r i t y a n d r e a d a b i l i t y .

O S - S V B - S U G - 0 7 S e v e r a l u n n e c e s s a r y c o d e s c u r r e n t l y e x i s t w i t h i n t h e c o d e b a s e .

O S - S V B - S U G - 0 8

T h e r e a r e n u m e r o u s f i e l d s / a c c o u n t s t h a t a r e r e d u n d a n t o r n o t u t i l i z e d a n d

s h o u l d b e r e m o v e d :
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S w i t c h b o a r d O n c h a i n A u d i t 0 5 — G e n e r a l F i n d i n g s

U n s a f e N e w A d m i n A s s i g n m e n t O S - S V B - S U G - 0 0

D e s c r i p t i o n

I n t h e c u r r e n t i m p l e m e n t a t i o n , i t i s p o s s i b l e t o c h a n g e t h e a u t h o r i t y o f t h e statestate , queuequeue , oracleoracle ,

a n d pull_feedpull_feed a c c o u n t s i n a s i n g l e s t e p . H o w e v e r , t h e p r o g r a m d o e s n o t a c c o u n t f o r m i s t y p i n g t h e
n e w a u t h o r i t y a d d r e s s . N o t h a n d l i n g t h i s m a y r e s u l t i n l o s i n g c o n t r o l o v e r t h e s e a c c o u n t s i f a n i n c o r r e c t

a d d r e s s i s p a s s e d i n a d v e r t e n t l y . G i v e n t h e s i g n i f i c a n c e o f t h e s e a c c o u n t s i n t h e p r o g r a m , s p l i t t i n g t h i s

a u t h o r i t y u p d a t e p r o c e s s i n t o t w o d i s t i n c t p h a s e s i s a d v i s e d .

R e m e d i a t i o n

D i v i d e c h a n g i n g t h e a d m i n i n t o t w o s e p a r a t e p h a s e s :

1 . set_admin_addressset_admin_address , s i g n e d b y t h e c u r r e n t a u t h o r i t y a n d u t i l i z e d f o r s e t t i n g t h e n e w a u t h o r i t y .

2 . update_new_authorityupdate_new_authority , s i g n e d b y t h e n e w a d m i n a d d r e s s a n d u t i l i z e d f o r u p d a t i n g t h e
a u t h o r i t y o f t h e a c c o u n t .

P a t c h

T h i s i s s u e w a s a c k n o w l e d g e d b y t h e s w i t c h b o a r d t e a m
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M i s l e a d i n g E r r o r L o g g i n g O S - S V B - S U G - 0 1

D e s c r i p t i o n

OracleUpdateDelegationOracleUpdateDelegation i n s t r u c t i o n l o g s a m e s s a g e i n d i c a t i n g t h a t t h e d e l e g a t i o n p o o l a l r e a d y e x i s t s
i f DelegationPoolCpi::init_cpiDelegationPoolCpi::init_cpi r e t u r n s a n e r r o r . H o w e v e r , t h e f u n c t i o n o n l y t h r o w s a n e r r o r i f t h e
C P I ( C r o s s - P r o g r a m I n v o c a t i o n ) f a i l s f o r r e a s o n s o t h e r t h a n t h e d e l e g a t i o n p o o l a l r e a d y e x i s t i n g . T h i s

i m p l i e s t h a t t h e l o g g e d m e s s a g e i s m i s l e a d i n g a n d d o e s n o t a c c u r a t e l y r e f l e c t t h e c a u s e o f t h e e r r o r . A

s i m i l a r i s s u e e x i s t s i n RewardPoolCpi::init_cpiRewardPoolCpi::init_cpi .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn actuate(ctx: &Context<Self>, _params: &OracleUpdateDelegationParams) -> Result<()> {
[...]
let res = DelegationPoolCpi::init_cpi(

ctx.accounts.stake_program.to_account_info(),
ctx.accounts.payer.to_account_info(),
ctx.accounts.authority.to_account_info(),
ctx.accounts.oracle_stats.to_account_info(),
ctx.accounts.delegation_pool.to_account_info(),
ctx.accounts.stake_pool.to_account_info(),
ctx.accounts.system_program.to_account_info(),

);
if res.is_err() {

msg!("Delegation pool for this oracle already exists");
}
[...]

}

R e m e d i a t i o n

I m p l e m e n t m o r e s p e c i f i c e r r o r h a n d l i n g , m a k i n g i t m o r e g r a n u l a r t o p r o v i d e s p e c i f i c l o g m e s s a g e s b a s e d

o n t h e a c t u a l c a u s e o f t h e e r r o r .

P a t c h

T h e i s s u e i n DelegationPoolCpi::init_cpiDelegationPoolCpi::init_cpi w a s r e s o l v e d i n b b 5 9 7 e c .
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I n c o n s i s t e n c i e s I n G a r b a g e C o l l e c t i o n I m p l e m e n t a t i o n O S - S V B - S U G - 0 2

D e s c r i p t i o n

1 . I n t h e c u r r e n t i m p l e m e n t a t i o n o f OracleHeartbeatOracleHeartbeat i n s t r u c t i o n , t h e i n s e r t i o n o f t h e o r a c l e

i n t o t h e q u e u e i s a t t e m p t e d b e f o r e p e r f o r m i n g g a r b a g e c o l l e c t i o n , a s s h o w n i n c o d e s n i p p e t o f

OracleHeartbeat::actuateOracleHeartbeat::actuate b e l o w . A s a r e s u l t , t h e oracle_keysoracle_keys l i s t m a y b e f u l l d u e t o s t a l e o r
i n a c t i v e o r a c l e s . T h i s r e s u l t s i n t h e r e j e c t i o n o f a n a c t i v e o r a c l e t r y i n g t o i n s e r t i t s e l f i n t o t h e q u e u e ,

e v e n t h o u g h s p a c e m a y b e a v a i l a b l e a f t e r g a r b a g e c o l l e c t i o n .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn actuate(
ctx: &Context<Self>,
params: &OracleHeartbeatParams,
remaining_accounts: &RemainingAccounts<'info>,

) -> Result<()> {
[...]
if oracle.is_on_queue == 0 {

if queue.oracle_keys_len as usize == queue.oracle_keys.len() {
return Err(error!(SwitchboardError::QueueFull));

}
let queue_len = queue.oracle_keys_len as usize;
queue.oracle_keys[queue_len] = ctx.accounts.oracle.key();
queue.oracle_keys_len += 1;
oracle.is_on_queue = 1;

}
assert!(queue.oracle_keys_len != 0, "Queue is empty");
queue.curr_idx += 1;
queue.curr_idx %= queue.oracle_keys_len;
[...]

}

2 . T h e g a r b a g e c o l l e c t i o n l o g i c i n OracleHeartbeatOracleHeartbeat a n d QueueGarbageCollectQueueGarbageCollect i n s t r u c t i o n s
d e t e r m i n e s t h e s t a l e n e s s o f o r a c l e s u t i l i z i n g d i f f e r e n t c r i t e r i a , r e s u l t i n g i n i n c o n s i s t e n c y . I n t h e

OracleHeartbeatOracleHeartbeat i n s t r u c t i o n , t h e s t a l e n e s s o f a n o r a c l e i s d e t e r m i n e d v i a t h e
queue.node_timeoutqueue.node_timeout , h o w e v e r , i n t h e QueueGarbageCollectQueueGarbageCollect i n s t r u c t i o n , t h e s t a l e n e s s o f a n
o r a c l e i s d e t e r m i n e d v i a a c o n s t a n t MAX_STALE_SECONDSMAX_STALE_SECONDS .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn actuate(
ctx: &Context<Self>,
params: &OracleHeartbeatParams,
remaining_accounts: &RemainingAccounts<'info>,

) -> Result<()> {
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[...]
// Garbage collect
let gc_idx = queue.gc_idx as usize;
if ctx.accounts.oracle.key() != ctx.accounts.gc_node.key()

&& queue.try_garbage_collection(gc_idx, &clock, &ctx.accounts.gc_node)?
{

emit!(GarbageCollectionEvent {
oracle: ctx.accounts.gc_node.key(),
queue: ctx.accounts.queue.key(),

});
}
[...]

}

R e m e d i a t i o n

1 . P e r f o r m t h e g a r b a g e c o l l e c t i o n p r o c e s s b e f o r e a t t e m p t i n g t o i n s e r t t h e o r a c l e i n t o t h e q u e u e .

2 . E n s u r e c o n s i s t e n c y i n t h e s t a l e n e s s d e t e r m i n a t i o n i n QueueGarbageCollectQueueGarbageCollect a n d
OracleHeartbeatOracleHeartbeat i n s t r u c t i o n s . A l l o w g a r b a g e c o l l e c t i o n i n QueueGarbageCollectQueueGarbageCollect i n s t r u c t i o n
o n l y i f t h e v e r i f i c a t i o n s t a t u s o f t h e o r a c l e h a s e x p i r e d , t o b e c o n s i s t e n t w i t h t h e g a r b a g e c o l l e c t i o n

i n t h e OracleHeartbeatOracleHeartbeat i n s t r u c t i o n .

P a t c h

R e s o l v e d i n b a 6 5 e 1 9 .
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D e n i a l O f S e r v i c e O n E x c e e d i n g L U T L i m i t O S - S V B - S U G - 0 3

D e s c r i p t i o n

L o o k u p a d d r e s s t a b l e s ( L U T s ) a r e u t i l i z e d t o e f f i c i e n t l y m a n a g e m a p p i n g s b e t w e e n a d d r e s s e s ( r e p -

r e s e n t e d a s P u b k e y s ) a n d a s s o c i a t e d d a t a o r m e t a d a t a . E a c h L U T h a s a d e f i n e d m a x i m u m l i m i t (

LOOKUP_TABLE_MAX_ADDRESSESLOOKUP_TABLE_MAX_ADDRESSES ) o n t h e n u m b e r o f a d d r e s s e s i t c a n a c c o m m o d a t e . T h i s l i m i t i s t y p i c a l l y
s e t t o p r e v e n t e x c e s s i v e r e s o u r c e c o n s u m p t i o n a n d t o e n s u r e e f f i c i e n t l o o k u p o p e r a t i o n s . A s t h e r e i s

n o w a y t o c h a n g e t h e lut_slotlut_slot f i e l d s o n t h e p r o g r a m a c c o u n t s , r e v e r t i n g t h e o p e r a t i o n w h e n t h e
LOOKUP_TABLE_MAX_ADDRESSESLOOKUP_TABLE_MAX_ADDRESSES l i m i t i s r e a c h e d i n LutExtendCpi::invokeLutExtendCpi::invoke w i l l e f f e c t i v e l y r e s u l t i n
a d e n i a l - o f - s e r v i c e s c e n a r i o .

R e m e d i a t i o n

I n s t e a d o f r e v e r t i n g , t h e r e c o m m e n d e d a p p r o a c h i s t o h a n d l e t h e s i t u a t i o n g r a c e f u l l y w h e n t h e l i m i t i s

r e a c h e d .
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C o d e R e f a c t o r i n g O S - S V B - S U G - 0 4

D e s c r i p t i o n

1 . W i t h i n StakerStaker , next_delegationnext_delegation t r a c k s t h e n u m b e r o f u s e d s l o t s i n t h e d e l e g a t i o n s a r r a y . I d e a l l y ,

a l l s l o t s f r o m i n d e x z e r o t o next_delegation - 1next_delegation - 1 s h o u l d b e f i l l e d w i t h d e l e g a t i o n s o r e m p t y
s l o t s m a r k e d b y delegation_pool == Pubkey::defaultdelegation_pool == Pubkey::default . find_delegationfind_delegation c h e c k s f o r

self.delegations[i].delegation_pool == Pubkey::default()self.delegations[i].delegation_pool == Pubkey::default() t o i d e n t i f y t h e e n d o f u s e d
s l o t s . H o w e v e r , t h e c o d e d o e s n o t e x p l i c i t l y t h r o w a n e r r o r i f i t e n c o u n t e r s a Pubkey::default()Pubkey::default()
v a l u e b e f o r e next_delegationnext_delegation .

> _ s t a k i n g / s r c / s t a t e / s t a k e r . r s r u s t

pub fn find_delegation(&self, delegation_pool: &Pubkey) -> Result<usize> {
for i in 0..self.next_delegation as usize {

if self.delegations[i].delegation_pool == Pubkey::default() {
// Once we enter the blank portion of the list, terminate
break;

}
if self.delegations[i].delegation_pool == *delegation_pool {

return Ok(i);
}

}
err!(ErrorCode::DelegationNotFound)

}

2 . vesting_entryvesting_entry d o e s n o t e x p l i c i t l y c h e c k i f params.periodsparams.periods i s g r e a t e r t h a n z e r o w h e n c r e a t i n g

a n e w VestingEntryVestingEntry . I f params.periodsparams.periods i s s e t t o z e r o , t h e v e s t i n g e n d t i m e w i l l b e e q u a l t o
t h e s t a r t t i m e .

3 . C u r r e n t l y , i n t h e OracleUpdateDelegationOracleUpdateDelegation i n s t r u c t i o n , i t i s n o t c h e c k e d t h a t t h e queuequeue a c c o u n t
r e p r e s e n t s t h e q u e u e t o w h i c h t h e o r a c l e b e l o n g s . I f t h e queuequeue a c c o u n t d o e s n o t m a t c h t h e o r a c l e ’s
q u e u e a c c o u n t , i t w i l l r e s u l t i n i n c o r r e c t e n t r i e s i n t h e l o o k u p t a b l e .

4 . maybe_execute_stake_rewardsmaybe_execute_stake_rewards d o e s n o t c h e c k w h e t h e r state.subsidy_amountstate.subsidy_amount i s z e r o

b e f o r e p r o c e e d i n g w i t h t h e s u b s i d y t r a n s f e r l o g i c . T h u s , e v e n i f t h e r e a r e n o s u b s i d i e s t o t r a n s f e r ,

t h e f u n c t i o n w i l l s t i l l a t t e m p t t o e x e c u t e t h e t r a n s f e r l o g i c u n n e c e s s a r i l y .

> _ o r a c l e / o r a c l e _ h e a r t b e a t _ a c t i o n . r s r u s t

pub fn maybe_execute_stake_rewards(
ctx: &Context<Self>,
remaining_accounts: &RemainingAccounts<'info>,
state: &State,
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stats: &OracleStatsAccountData,
oracle: &mut OracleAccountData,

) -> Result<()> {
[...]
if state.enable_staking == 0 {

msg!("Staking rewards disabled");
return Ok(());

}
[...]

}

R e m e d i a t i o n

1 . T h r o w a n e r r o r w h e n e n c o u n t e r i n g

self.delegations[i].delegation_pool == Pubkey::default()self.delegations[i].delegation_pool == Pubkey::default() b e f o r e
next_delegationnext_delegation .

2 . C h e c k i f params.periods > 0params.periods > 0 w h e n c r e a t i n g a n e w VestingEntryVestingEntry .

3 . E n s u r e queuequeue a c c o u n t i n OracleUpdateDelegationOracleUpdateDelegation i n s t r u c t i o n i s e q u a l t o oracle.queueoracle.queue .

4 . A d d a c h e c k a t t h e b e g i n n i n g o f maybe_execute_stake_rewardsmaybe_execute_stake_rewards t o r e t u r n e a r l y i f
state.subsidy_amountstate.subsidy_amount i s z e r o . T h i s c h e c k e n s u r e s t h a t t h e f u n c t i o n p r o c e e d s w i t h s u b s i d y -
e l a t e d c o m p u t a t i o n s o n l y w h e n t h e r e i s a n a c t u a l s u b s i d y a m o u n t t o t r a n s f e r .

P a t c h

1 . I s s u e # 3 r e s o l v e d i n 6 e d 2 9 4 e .

2 . I s s u e # 5 r e s o l v e d i n f 3 a 0 7 3 3 .
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C o d e M a t u r i t y O S - S V B - S U G - 0 5

D e s c r i p t i o n

1 . I n initialize_stake_poolinitialize_stake_pool , u s e InitializeStakePoolParamsInitializeStakePoolParams w i t h i n #[instruction(...)#[instruction(...)
i n s t e a d o f PubkeyPubkey .

> _ s t a k i n g / s r c / i n s t r u c t i o n s / i n i t i a l i z e _ s t a k e _ p o o l . r s r u s t

#[derive(Accounts)]
#[instruction(authority: Pubkey)]
pub struct InitializeStakePool<'info> {

/// Payer of rent
#[account(mut)]
pub payer: Signer<'info>,
[...]

}

2 . C o r r e c t t h e t y p o g r a p h i c a l e r r o r s i n t h e f o l l o w i n g a r e a s :

( a ) slash_score_currentslash_score_current i s s p e l l e d a s slash_score_currentslash_score_current i n edit_oracle_dataedit_oracle_data a n d
write_oracle_datawrite_oracle_data .

( b ) initialize_delegation_poolinitialize_delegation_pool i s s p e l l e d a s initialize_delegation_poolinitialize_delegation_pool i n t h e f i l e

n a m e a n d i n instructions/mod.rsinstructions/mod.rs .
( c ) is_removableis_removable i s s p e l l e d a s is_removableis_removable i n delegate_user_statedelegate_user_state .

( d ) delinquencydelinquency i s s p e l l e d a s delinquencydelinquency i n delegation_pooldelegation_pool .

3 . W h e n d i s a b l i n g t h e oracle_heartbeatoracle_heartbeat p e r m i s s i o n v i a PermissionSetPermissionSet i n s t r u c t i o n , t h e i m p l e -
m e n t a t i o n s h o u l d i n c l u d e s t e p s t o r e m o v e t h e o r a c l e f r o m queue.oracle_keysqueue.oracle_keys . K e e p i n g d i s a b l e d
o r a c l e s i n queue.oracle_keysqueue.oracle_keys , w h i c h i s m e a n t f o r a c t i v e o r a c l e s , w i l l u n n e c e s s a r i l y u t i l i z e s p a c e
a n d w a s t e s y s t e m r e s o u r c e s .

4 . S i n c e pull_feed_impl::standard_deviationpull_feed_impl::standard_deviation c a l c u l a t e s t h e s q u a r e d d i f f e r e n c e , t h e r e s u l t w i l l
a l w a y s b e a n o n - n e g a t i v e v a l u e . T h u s , t h e o r d e r o f s u b t r a c t i o n d o e s n o t m a t t e r a n d t h e u t i l i z a t i o n o f

minmin a n d maxmax i s n o t n e c e s s a r y s i n c e b o t h a r e i128i128 .

R e m e d i a t i o n

I m p l e m e n t t h e a b o v e - m e n t i o n e d s u g g e s t i o n s .

P a t c h

I s s u e # 3 w a s a c k n o w l e d g e d b y t h e s w i t c h b o a r d t e a m .

© 2 0 2 4 O t t e r A u d i t s L L C . A l l R i g h t s R e s e r v e d . 3 4 / 3 9



S w i t c h b o a r d O n c h a i n A u d i t 0 5 — G e n e r a l F i n d i n g s

U n u t i l i z e d C o d e O S - S V B - S U G - 0 6

D e s c r i p t i o n

1 . idxidx f i e l d i n GuardianQuoteVerifyParamsGuardianQuoteVerifyParams i s n o t u t i l i z e d a n y w h e r e a n d m a y b e r e m o v e d .

2 . I n OracleHeartbeatOracleHeartbeat i n s t r u c t i o n , t h e bumpbump , ownerowner , a n d oracleoracle f i e l d s o n

OracleStatsAccountDataOracleStatsAccountData d o n o t n e e d t o b e u p d a t e d .

3 . T h e ownerowner a n d oracleoracle f i e l d s o n OracleStatsAccountDataOracleStatsAccountData a r e t h e s a m e a n d n o t c h a n g e d
a n y w h e r e , s o o n e o f t h e m m a y b e r e m o v e d .

4 . T h e program_authorityprogram_authority a n d statestate a c c o u n t s i n t h e QueueAddMrEnclaveQueueAddMrEnclave a n d

QueueRemoveMrEnclaveQueueRemoveMrEnclave i n s t r u c t i o n s , a n d t h e statestate a c c o u n t i n QueueSetConfigsQueueSetConfigs s e e m
u n n e c e s s a r y a n d s h o u l d b e r e m o v e d .

5 . T h e QueueLutExtendQueueLutExtend i n s t r u c t i o n i s d e f i n e d b u t n o t u t i l i z e d i n t h e entrypointentrypoint p r o g r a m .

6 . I n StateInitStateInit i n s t r u c t i o n , t h e state.bump = ctx.bumps.statestate.bump = ctx.bumps.state s t a t e m e n t i s r e p e a t e d . E n s u r e
t o r e m o v e t h e d u p l i c a t e s t a t e m e n t .

7 . U192U192 i s d e f i n e d i n mathmath b u t n o t u s e d .

8 . T h e f o l l o w i n g a c c o u n t s a r e p a s s e d t o i n s t r u c t i o n s u n n e c e s s a r i l y a n d m a y b e r e m o v e d :

( a ) ownerowner a n d stake_mintstake_mint i n StakeStake i n s t r u c t i o n .

( b ) ownerowner i n GrantGrant i n s t r u c t i o n .

( c ) registrarregistrar i n t h e UpdateVoterWeightRecordUpdateVoterWeightRecord i n s t r u c t i o n .

( d ) ownerowner i n t h e CreateVoterWeightRecordCreateVoterWeightRecord i n s t r u c t i o n .

9 . W i t h i n delegation_pooldelegation_pool , has_reward_vaulthas_reward_vault m a y b e r e m o v e d a s i t i s d u p l i c a t e d b y

contains_poolcontains_pool , r e s u l t i n g i n r e d u n d a n c y .

R e m e d i a t i o n

E n s u r e t o e l i m i n a t e t h e a b o v e - s t a t e d c o d e i t e m s .

P a t c h

T h e c o d e w a s r e m o v e d .
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S w i t c h b o a r d O n c h a i n A u d i t 0 5 — G e n e r a l F i n d i n g s

R e m o v a l O f U n n e c e s s a r y C o d e O S - S V B - S U G - 0 7

D e s c r i p t i o n

1 . I n t h e GuardianRegisterGuardianRegister i n s t r u c t i o n , t h e guardian_queueguardian_queue a c c o u n t s e e m s u n n e c e s s a r y . T h e

c h e c k i n GuardianRegisterGuardianRegister i n s t r u c t i o n m a y b e d i r e c t l y p e r f o r m e d b e t w e e n state.guardian_queuestate.guardian_queue
a n d oracle.queueoracle.queue . A l s o , i n t h e OracleInitOracleInit i n s t r u c t i o n a n d t h e PullFeedInitPullFeedInit i n s t r u c t i o n ,

t h e stake_programstake_program a c c o u n t , stake_poolstake_pool a c c o u n t , a n d reward_escrowreward_escrow a c c o u n t , r e s p e c t i v e l y ,
m a y b e r e m o v e d .

2 . T h e oracle_min_stakeoracle_min_stake , allow_authority_override_afterallow_authority_override_after ,

require_authority_heartbeat_permissionrequire_authority_heartbeat_permission , require_authority_verify_permissionrequire_authority_verify_permission ,

require_usage_permissionsrequire_usage_permissions , signer_bumpsigner_bump , a n d mintmint f i e l d s o n QueueAccountDataQueueAccountData a r e

n o t u t i l i z e d .

3 . T h e flat_reward_cut_percentageflat_reward_cut_percentage , enable_slashingenable_slashing , a n d lut_slotlut_slot f i e l d s o n StateState a r e

u n u t i l i z e d . A d d i t i o n a l l y , t h e stake_scorestake_score f i e l d o n OracleEpochInfoOracleEpochInfo i s n o t u t i l i z e d .

4 . T h e oracle_statsoracle_stats a c c o u n t s a r e u n n e c e s s a r i l y c h e c k e d t w i c e i n parse_remaining_accountsparse_remaining_accounts
a n d v a l i d a t e f u n c t i o n s i n t h e PullFeedSubmitResponsePullFeedSubmitResponse i n s t r u c t i o n .

5 . I n t h e OracleUpdateDelegationOracleUpdateDelegation i n s t r u c t i o n , u t i l i z e oracle.load()?.lut_slotoracle.load()?.lut_slot i n s t e a d o f

params.recent_slotparams.recent_slot , a n d r e m o v e recent_slotrecent_slot f r o m t h e i n p u t p a r a m e t e r s .

> _ s t a k i n g / s r c / i n s t r u c t i o n s / i n i t i a l i z e _ s t a k e _ p o o l . r s r u s t

/// CHECK: explicit
#[account(mut, constraint = lut.key() == derive_lookup_table_address(&lut_signer.key(),

params.recent_slot).0)]↪→

pub lut: AccountInfo<'info>,

R e m e d i a t i o n

R e m o v e t h e c o d e i n s t a n c e s m e n t i o n e d i n t h e a b o v e l i s t .
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S w i t c h b o a r d O n c h a i n A u d i t 0 5 — G e n e r a l F i n d i n g s

R e d u n d a n t / U n u t i l i z e d C o d e O S - S V B - S U G - 0 8

D e s c r i p t i o n

1 . T h e secp_authoritysecp_authority f i e l d o n OracleAccountDataOracleAccountData .

2 . I n t h e PullFeedSubmitResponseManyPullFeedSubmitResponseMany a n d PullFeedSubmitResponseManyV2PullFeedSubmitResponseManyV2 i n s t r u c t i o n s , t h e

FeedInfoFeedInfo s t r u c t u r e s a r e u n n e c e s s a r y s i n c e o n l y t h e valuevalue f i e l d i n i t i s u t i l i z e d .

3 . T h e reward_escrowreward_escrow a c c o u n t i n RandomnessRevealRandomnessReveal i n s t r u c t i o n .

4 . T h e active_secp256k1_expirationactive_secp256k1_expiration f i e l d i n RandomnessAccountDataRandomnessAccountData .

5 . T h e signature_instruction_indexsignature_instruction_index , eth_address_instruction_indexeth_address_instruction_index , a n d

message_instruction_indexmessage_instruction_index f i e l d s i n SecpSignatureOffsetsSecpSignatureOffsets .

6 . T h e offsetsoffsets f i e l d i n ParsedSignatureDataParsedSignatureData .

R e m e d i a t i o n

R e m o v e t h e a b o v e - l i s t e d c o d e i t e m s .

P a t c h

T h e c o d e w a s r e m o v e d .
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A — V u l n e r a b i l i t y R a t i n g S c a l e

W e r a t e d o u r f i n d i n g s a c c o r d i n g t o t h e f o l l o w i n g s c a l e . V u l n e r a b i l i t i e s h a v e i m m e d i a t e s e c u r i t y i m p l i c a t i o n s .

I n f o r m a t i o n a l f i n d i n g s m a y b e f o u n d i n t h e G e n e r a l F i n d i n g s .

C R I T I C A LC R I T I C A L V u l n e r a b i l i t i e s t h a t i m m e d i a t e l y r e s u l t i n a l o s s o f u s e r f u n d s w i t h m i n i m a l p r e c o n d i t i o n s .

E x a m p l e s :

• M i s c o n f i g u r e d a u t h o r i t y o r a c c e s s c o n t r o l v a l i d a t i o n .

• I m p r o p e r l y d e s i g n e d e c o n o m i c i n c e n t i v e s l e a d i n g t o l o s s o f f u n d s .

H I G HH I G H
V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n a l o s s o f u s e r f u n d s b u t a r e p o t e n t i a l l y d i f f i c u l t t o e x p l o i t .

E x a m p l e s :

• L o s s o f f u n d s r e q u i r i n g s p e c i f i c v i c t i m i n t e r a c t i o n s .

• E x p l o i t a t i o n i n v o l v i n g h i g h c a p i t a l r e q u i r e m e n t w i t h r e s p e c t t o p a y o u t .

M E D I U MM E D I U M V u l n e r a b i l i t i e s t h a t m a y r e s u l t i n d e n i a l o f s e r v i c e s c e n a r i o s o r d e g r a d e d u s a b i l i t y .

E x a m p l e s :

• C o m p u t a t i o n a l l i m i t e x h a u s t i o n t h r o u g h m a l i c i o u s i n p u t .

• F o r c e d e x c e p t i o n s i n t h e n o r m a l u s e r f l o w .

L O WL O W L o w p r o b a b i l i t y v u l n e r a b i l i t i e s , w h i c h a r e s t i l l e x p l o i t a b l e b u t r e q u i r e e x t e n u a t i n g c i r c u m s t a n c e s

o r u n d u e r i s k .

E x a m p l e s :

• O r a c l e m a n i p u l a t i o n w i t h l a r g e c a p i t a l r e q u i r e m e n t s a n d m u l t i p l e t r a n s a c t i o n s .

I N F OI N F O B e s t p r a c t i c e s t o m i t i g a t e f u t u r e s e c u r i t y r i s k s . T h e s e a r e c l a s s i f i e d a s g e n e r a l f i n d i n g s .

E x a m p l e s :

• E x p l i c i t a s s e r t i o n o f c r i t i c a l i n t e r n a l i n v a r i a n t s .

• I m p r o v e d i n p u t v a l i d a t i o n .
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B — P r o c e d u r e

A s p a r t o f o u r s t a n d a r d a u d i t i n g p r o c e d u r e , w e s p l i t o u r a n a l y s i s i n t o t w o m a i n s e c t i o n s : d e s i g n a n d

i m p l e m e n t a t i o n .

W h e n a u d i t i n g t h e d e s i g n o f a p r o g r a m , w e a i m t o e n s u r e t h a t t h e o v e r a l l e c o n o m i c a r c h i t e c t u r e i s s o u n d

i n t h e c o n t e x t o f a n o n - c h a i n p r o g r a m . I n o t h e r w o r d s , t h e r e i s n o w a y t o s t e a l f u n d s o r d e n y s e r v i c e ,

i g n o r i n g a n y c h a i n - s p e c i f i c q u i r k s . T h i s u s u a l l y r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e p r o g r a m ’s i n t e r n a l

i n t e r a c t i o n s , p o t e n t i a l g a m e t h e o r y i m p l i c a t i o n s , a n d g e n e r a l o n - c h a i n e x e c u t i o n p r i m i t i v e s .

O n e e x a m p l e o f a d e s i g n v u l n e r a b i l i t y w o u l d b e a n o n - c h a i n o r a c l e t h a t c o u l d b e m a n i p u l a t e d b y f l a s h

l o a n s o r l a r g e d e p o s i t s . S u c h a d e s i g n w o u l d g e n e r a l l y b e u n s o u n d r e g a r d l e s s o f w h i c h c h a i n t h e o r a c l e i s

d e p l o y e d o n .

O n t h e o t h e r h a n d , a u d i t i n g t h e p r o g r a m ’s i m p l e m e n t a t i o n r e q u i r e s a d e e p u n d e r s t a n d i n g o f t h e c h a i n ’s

e x e c u t i o n m o d e l . W h i l e t h i s v a r i e s f r o m c h a i n t o c h a i n , s o m e c o m m o n i m p l e m e n t a t i o n v u l n e r a b i l i t i e s

i n c l u d e r e e n t r a n c y , a c c o u n t o w n e r s h i p i s s u e s , a r i t h m e t i c o v e r f l o w s , a n d r o u n d i n g b u g s .

A s a g e n e r a l r u l e o f t h u m b , i m p l e m e n t a t i o n v u l n e r a b i l i t i e s t e n d t o b e m o r e “ c h e c k l i s t ” s t y l e . I n c o n t r a s t ,

d e s i g n v u l n e r a b i l i t i e s r e q u i r e a s t r o n g u n d e r s t a n d i n g o f t h e u n d e r l y i n g s y s t e m a n d t h e v a r i o u s i n t e r a c t i o n s :

b o t h w i t h t h e u s e r a n d c r o s s - p r o g r a m .

A s w e a p p r o a c h a n y n e w t a r g e t , w e s t r i v e t o c o m p r e h e n s i v e l y u n d e r s t a n d t h e p r o g r a m f i r s t . I n o u r a u d i t s ,

w e a l w a y s a p p r o a c h t a r g e t s w i t h a t e a m o f a u d i t o r s . T h i s a l l o w s u s t o s h a r e t h o u g h t s a n d c o l l a b o r a t e ,

p i c k i n g u p o n d e t a i l s t h a t t h e o t h e r s m a y h a v e m i s s e d .

W h i l e s o m e t i m e s t h e l i n e b e t w e e n d e s i g n a n d i m p l e m e n t a t i o n c a n b e b l u r r y , w e h o p e t h i s g i v e s s o m e

i n s i g h t i n t o o u r a u d i t i n g p r o c e d u r e a n d t h o u g h t p r o c e s s .
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